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m(m^Hzm.'i!ni:>ixh. mi^z^^^ti^mwi. 

m^mz. :?'7-f r>'M 2 0fcJ;l^'1fw^-l4 0Sr-i■ 
^, ^fi^ti. fflfi'jy^'i lofciu^i sotcioT 

±(7)^»#A^m-f-S. 40 
[0064] 0«J^Wtw. tt'SlWA^A 1 0 0{i. rn-t 

•/■t 1 0 2 . isfi#g 10 4. tiXr/T—^K-x 1 0 

6S:-&-tf. MiZ. 4»Afl^S:^Al 0 0(i. Mm^t^ 

mmmiz^WLff^mm^'-b miiza^^i') ^-^tf. 
ro-fe -yi?- 1 0 2 (i. tfrice^jA^A i o o ^mf^^^th 
-Acr)ay\^:L~mm'omt-^it^mf-rh, mm 

#S 1 0 4 $ fL-C V > § i»#fiO»7cS-^iiE-f I. <f: 
om<. MTrmz. t2II#gl0 4{±. *AWi#A 
1 0 0 $rffl^^Tv^SS»^^=J:-^T^I«§^^I.IIBM<o 
T=y9)Vm^itm.-fh:i}Li.z^nX. ^5#$riiEBfl-r 50 



i^ffl200 0-3 6000 
1 4 

[0065] T-^"<.-X 1 0 6{i. ff^iWi^Al 0 

o\,zi.'>x^h^hixtjsi^\<Dmtm:%i'^hT=~ni 
■^tf. *^B3(7)io(oiits5stt(ct>v^T. m\<7^mm 

\i. ^itWzy^--?-/ h-CT-^"<.-x 1 0 61*1 

tClBli^^ll). ^^mz. m\<nnm\t. Digital Encr 
yption Standard (DES)T'tltt§ixl. i •5=5:m=ss~t3 
<J:TCBi#'ftSnS. Public Key Encryption 

(PKE)}£*<fc'<7) J: 3 lcffll^^>iiJ: d fc . ^<r)m\(^mm 

n\mmifi^iLm±^Kl OOcr)imts:^-liZi.-iXm 
^\,z^it^ix. nm-h<kif^^j:^->,zi.'>X(r>m^ 

[0066] mmmz\i. ry M 2 o;s, -t- 
>'N'i 4 otcT^-irx-rsfca^cO'^xyy^'f-f ^/'ctiffi 

^Ai oo{±^ y^'-^-y b-if-A^TtJirruir-v- 

»j>i?i3 0{i^y^-:t--y h-T'j)0. m.m^)y9i 1 
o(i^ y:5'-^>y h^i! mm. ^ y^-^-y Y^- 

r^)y9)xhh. +i6*ii^Aioo. "p^j^rvv 

120. te J:l^-9--A' 1 4 0{4. *^BBc7)|lte®8ST- 

mmmxM. ^ti^cDoib. &M<nh<^. ttin^t^ 

i^m^\intz^j:\''^i,coX'hh mm. l-oeoayti 
-^-i^XrAfcitf/^ytiti^-y b^-^^tfcv^T. * 
mm.-^ii^hh) . I^J;c{?. *l|BHc7)ioiO^Ml 
aiT'{±s ^JiWi^Al 0 0{i^^7 h7-^-t?--A'^fl| 

isti.. nt^y \-'7-9->r-'>-<±x'nf-m 
m3nzma-t^fzif)<r>TA'yyh ^m^L. 

l4 0i:l5ltnyfcrj.-^±t'K)fM-S. *^BJ<7)ffiH 
Ji, +i:Wi^^Ai 00. ^-^-^ryh 120, axx/ 
■^--^N'l 4 0 &ffl5:g?^t-S;t»0. 1$Scoai®^;t{i 

[0067] ±a<7)J: 3 1 . >r iWJSill.|Ui£®« 

Tii. tfJiWA^Ai oo(±. ryM 2 0fc-t 

-A' 1 4 0 1 <5^STlTt)ii-S^jIfi$rS{tK 0 , R-o^ 
m-fi, ttztfi-ox. tfJAfitji^AlOOti. «i^JR?[ 

■oft#U#l., fi^^fi<)(3{i. "fiWi^Ai 0 0(i-^g 

(^f^-m^w^^mth mm. m^. m. mm. m 

^tfziimn<^^m) . mm. open Trading Proto 
col (0TP)i7t(iElectronic Data Interchange (ED I )<7) 

1 -ommy^fm^i^ra h n/p^^K^itc^t ixm 




(9 

1 5 

-7;r-A mm. J.—fizinXit^^titix.yh 
Vmih. mAi:7rrr^ j-y^-'J) . hXX/^-y^ 

[0068] titWi^A 1 0 0 {ia*#<7)K?|(ci3lt 10 

mi)<^tfzmzii. mi ^mjHi ufi.. mi 
ttzmhfi^'fm tx\>^fi^&tiim^j:ms,t:^im 

^Ai 0 oi^fiffltttcj; y) imz^mti ) . 
tit:mmiEmx'htztimmthnm±. ^iw 

ir^A«Oieilit|31SL'5:V^S«*i=||l-<^^>ii|,. 20 
[0 0 6 9] *^HS(Cct^r^§nSJ:^ 
'5:4'ire<Ji^A«ofiEffl*\ ^-^-^TyM 2 0*^ r/jsj 

^y^ryvx'h m^izmiz^nm-h izt ?:mmf 
^tL\,zx^m.f^m\<^mi^tsmmnmu^ 

i>m\i,zhhif. 'h^y^Tyh\t-m.mz^<ni.otc 

mzx^'tt, Lfzifi-^x. %^n<r>^mmizmh 
*i6<ji:^A<oiiff{i. ^y^ryvi 20[znLx. 
3ij!)n<7) y 7 h X r s /iiiro^^ s y ^Srg* 

h^hi^mi^L^K 1 0 0 rru 

[0070] *^BJc^SiJc^«Mgai*^il 2 tCS^$ixl> . 
z<r>%^W.^zii\^x . iWi^A i o o {i. IX5I<^ . 

(^'7-fTyM20J3j:y:"^f-A-140) COS 
IZ. ^-^-rryM 2Ofc1f->'a4Oi:<O0TlXOX 

^??fi/i5ifi<±, aft'j y:? 2 0 ox-mm^tii . l^c 

ffi? Ico^f+lc-ov ^Tco^StgSt 5.3ifi';y;?200 40 
it. t^mmz. ^ji'j >y r u y^ . *;^cliffico 'J y 

^'200(i. ^7-^ryM 2 0i:'fy^'-:t-y M^- 

h-xrnywy (ISP) tio^coi^g?, ijit^ispt-t- 

[ 0 0 7 1 ] 02 \,zw^^i\.h%^mLX\±. "^v^ry 
h 1 2 OiJj:lA'-9--Ai 4 0{i. «fe^>cOK?|copffl2r, 
*iWi:^Al ootcjl^ftTMcilifi-fl.. Uc*«-o 
X. ]lX?[Sr^tF7C*<Offlfi$-S(tKO{iL^v^t,Oco, 



#ffl2000-36000 
1 6 

Wi^Ai ootlKjS-fS. 
[0072] 02t-{±. +iWi^A 1 0 0 

(DwmmxM. ^^'f rvM 2o^i:t\ ia^os* 
fci^T, 4 0iiBx^i(cK-ri.e'^cooi$:jim 
0(7)fifflt4*»'c>, m\<ommizmth±^k<^m^m 

[0073] maim3\^zmhm^.<n^isa^t^hm 
m^miz. ^-j^iA otmrn') y^iso ^tft-LT« 
h 1 2 0*5)1^1 yy:? 1 1 ^•k'kLx^m-h^j^\,z9 

y^ry hl20 imm-ri . *m^^TiiSecureSo 
ckets Layer (SSL)^*<fflV^^iX|,*^, fficT):^^ 

l0 07 4]lR3\(7)^m^^y^Tyh 1 2 0fcj:lA'1?- 
-A' 1 4 0 (OjtJC^ti -p-CiStli$ni.Ji-^. *%BflO 1 
oo|ligSE«Tli. tl^iWA^A 1 0 oam^izx-^ 

xm^ixtzmmmti. mm^m-(omm 
^mtx^^im-^. -eofs+iWi^Ai oo(i«FiK^ 

mz. Mm^^z^co^mmti, 

[007 5] 9y^7yV\20b^-J'^lAOt(m 

x"^m'o^ixh-^'^m.mm^ti-^j:\m^ . 
^AtcMft^n, tm^fih^^-^mm mm. ^x. 

±^<nioi<z. m\r'av-ziMrm^^zi.'^xm 

^<n^. ^y^TyYl201oi.V:-f-f<' 

iAo\t. %m-^tihK%nm^j:'m<nm\(r>tz)^\z^ 

coHM^^-Cli, ^f*^i^llL/cv^tS3>^?x7''<.- 
>>■<7)'?■i^-ei^^±. hi>m^x"7—:^m^tit {mt 

JS^- ^'f ry h*>^>S{tffi^fc^fflfti&+iWi^Atc; 

[0076] S^rl.«iJ<^IUfetS«t'{±. -^-a' l 4 Oti 
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[0077] 'pm^^xmi^ 
[0078] ^mc^miT. -^--A 1 4 0± 

^»ijiftUy?3 0 02:^r-LTt=i*5til.. iiftUy^^B 

ooa. ^'7-<7yM2 0fcj:y'"i>-->'N'i4ocojK:^ 

[0079] $).5.B**T\ f li, r ^ xAjiA^# 

at.&i'Sr^-t. acv^-c'. -9--^N'i4 0{i. mm'}y9 

300 tfzt,m<^ms'i:itLX. r-:?Xh'J-A3 0 
2^)li#'ri., r-:?;<N';-A3 0 2(i, JiX5Kci*> 
^o^l^iB^lir^Al 0 0KW1-|.tHf82:-^tJ, r-^'X 

^Ai:c7)^gtSriiit-5.^t(c*>S. ^J^Wtc. f—9 
h »; - A 3 0 2 l*l<7>fpg(i. Uniform Resource Locat 
or (URL). ttz\t9y^7yhl20i:'^iLm±^XI<Z 

[0 0 8 0] -'f->'N'14 0(i. 5Ifi';yi?3 04Sr:frt 

•c, ^±'^±^K 1 0 0 tc^^^gf^^JiiU. a.^ 
*iWi^A>cBX?li$5iJ?^ffl*a^l.. + 
ie<)i:^A«i]iX5l^ff-^TV^^jiH3J^a»*^l.oW# 
•i.. |5]«K, ^7-<ryM 2 0{i;, iift'jy^^soe 

$::ft-LT, *35:WS:^Al 0 0 k<7)^^SSg^«lir 

•f. %m<r):mmmk\,zii\^x . s o ahix/s 

0 etiSSL^STD ha^t'Srfflv^S . SSLro h ZDVcom 
ff<i, uyi5'3 04t5j:tJft;y^'306S:ji§31fi«ott 
^m<' ih^hK. *AW4^A1 OOlciSaX^il 

w±) , *iijifi,^aiT'(±. ^m±kk\oo\±^m 
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[0081] m^t ^^ish:^^Kt<nf^\zmmmim 
m^th<7ix\ a¥«<±. "k^m&mtiMz^ M 

^Aiz^muu, ti)^u m^ixmi^-rnxu. 

^7^ryM20i: 1 4 0 i: (r)^(D^^i5XX/ 

]&mm<r)±mmii y y ^? 3 o o i. . ucti^-^ x . 
^'^m^t^^'i'±m±^Aiz^izmH^ti?>mm^i^ip 
u^^ixi. tfcomti^^i.mi.^xizmn^ti^'^^ 
i^im^thumi. ±^<mDX'hi>. i-o 

At:i.jM#$nS. MIX. ^7-<7yM 20(i-9-- 

VN- 1 4 o^^(^^mhmi:tp±miL^Aizm.th 
*\ ^/^fi. -9--v\'i 4 oi)->(^^imi=tifzmmizm 

oT. "fiStli^Ati. ^f-Ai4 0lcJ:-5Tt^$tl 

[0 082] (fiWA^Al 0 0{ii?7-<7yh 120 
fcJ:t/1^-A'i4 0*^<^PSS6LT7S$iil)*^ 
20 )?iJ«oilii?J.«TJi . 4'i:6^i:^A{i^' 7 ^ 7 y M 2 0 
t3<J:l^-t-Al 4 0 , ^:t{i^:&tfttiE 

[0 083] mA\t±.^(^ru^xa.mm\z7v^i.fz 
ya-^^-vx'hh. mAoo\immm'hh. 

iz. ttzii^iitmiz. m^i±. 

^titzib l,Z(i>±^i.^A-kmm-th i)- 1 fz ii^iviz-^ 

mi. :^mm(ommmx'ii. ^awa^ai 0 
30 o<7)mmimmmkizni>iii . m4 0 2X'ii. 9 
^^7yhi20^zmm^ixfz:L-^ii^ ilftuy^s 

0 0 5::n-tt-9--A'l 4 0±^0tf?S^^7^^:XLffif6$: 
^l))ty)t:'f y^-^x-XJrfflV'*^. L;t*^'-:)T. 
^-^7yh 1 2 0(5. Netscape Navigator^ fdiMicros 
oft Internet Explorer^i:'i07'7'>-f . lXV^(i1^-.'N' 

1 4 0C7^-t::^t'i. XoliZm^-^iXfzmco^ y9~7 

:L-x^mm^z'kts. ^-Ai4o<i. ai^^iSiifc 
i.xf^/t.fz\i^~\^xiwmmzmcth>wM\zi. 
■^xmm\,zWi\^hiih . L!t*^-5T. sp&4 0 2tct> 
40 \^X. :x-^\i,\^%^<r>wmkwm-fh . 

[0084] S^4 0 4 (CiJliT . OL— f (iT-^ -f AiO 

l«A5:«^SL. ^(r>^m^%th, mm\z\i.. a- 
ifJis :77'^7y M 2 OJo<}:y^/iy::(i-r-^N*l 4 0 
it'Uff y 7 h X 7i&j*i'^S t J: T . 
rsv^j 7j-r~>3y^St>^1-&, fiAJfifofci^o^ 

fi. S¥#*^^fiofifflafi^-HtAi.£-g*^'j)& 
oo\im\'r>\r>\^)±<mmkm%t.fz\tm-\^. 
50 z.ix\t. '^nm(ry\^^fit^tmzmmm-ti>^t^ 
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[0085] :L—fmxmmzftmix. m4 o 6 

fli. ■t-A-l4 0t±ffl^'>ly^'34$r^i-Lt*4W4 

a^iy i'i? 3 0 4{issLro b J; -o-c 

fii^ $ ill. . L/^c T . N' 1 4 0 1 

i[6<)j5^^A 1 0 0 t<omzW^^fii . 
[0 0 86] -9--y\'14 0t>J:J/+i:WS:^AlO0<7) 

#7C$-iillK-ri./c«>tc, ■!^--A*i4 013J:i>'4'iWi 
^Al OOJi. SFI[4C8(c*3V^Ti:ujci<;>^i2SE-f 

-A'l 4 Ofc.tUfcfjilWi^Al 0 Oti^tlPT KVX 

^V->(i. Mondex;^f-K^«if6c7)#tJ}-iiEBJ;<?- K^rfflV^ 
I., iEtSiJofl!ico||ttB«-C{i, ■t>--^N'i4 0(i4'i:W 
4^ A 1 0 0 WJ.'fhifi. 4'i6<)4^A(i1^->'N' 1 4 

ommthm^ttcw -mm. si!g4 0 6fc<fcrx 

4 0 8<7)±g:5rg6<)At-t?--yN' i 4 0 1 ^±&i±-^A 1 0 

1 4 0 i/i(i;+iW4^A 1 0 oc7)v>-tii*»$-A>/il>c: 
i:S:|iS<'i<:oT'25.g.::t&Ei^-ts. imnmy9ifi 

[0 0 87] mi4 1 OlCfcV^-C. 1f->'N'14 0Ji4'± 
Wi^AicU^lsi^iJi^SriMf+Ls JR^IiS^Wi:, 
ixtzm^z, 9y^7yht:mmirzmzm^^(i>ixi>, 

[0 0 88] mi4 1 2TI,t. ^-f^l40\±97^7 
yM 2 OtT-:?:^hU -A 302 2:16^1- !>. f- 
;5'XhU-A3 0 2O±^BW{i. i^y^jyHznL 
X. mUziL-fy^^\ ^~:?-thfpmiL^At:Wim 
^ziix$)i. T-^'x^';-A3 0 2l*l^^^i. ^iw 

4:^A10 0^iSS(J-r-?.URLA»mi.. URLti, 4«4W4 



(11) #S2000-36000 

20 

^AiPt'lX (mm. 'f y^'-^-y h±) fUm^iX 

'J-A3 0 2f4, ^y-o. ffiaillSSili^?&-&tf. 
iP!^t^j:^<r)ii. 4'4«4^Al0 0*J^'7^7yh 
1 2 Ofcil/t^-vN-i 4 0'V(?)Si]'!f£7)tgiit R4-r-S.it 
Uc*5-5T, +iWi^Aioo{i, 

A'l 4 OA^ ^iWA^Al 0 OtTOtJg^-rSii 
^7-<7yM 2 0tJ<i:i;f-9--Ai4 0{4-?-n-e^i 

4 0 J: o Ta*ft$*t!tURLt3ro Offtt i^aS 7^:/?r 
[0 089] IS^4 1 4Ki3l.^T. ^5'fryM20 

{4, -^-^^1 4 o^zx -^xm^ixmmi^m m 
iff. URL) i-trt-LT+iWA^Ai 0 oi,zmmti>, 

20 i?7-<TyM 2 0(4, afiUyi?3 0 6Srt)-t-5t4' 
4W4#A 1 0 OCit^-ri.. a<i'J y;? 3 O 6(4. m 

my^^mm-fhtzmz. uy^'3 04 (^i<i\ ss 
L) bm(7)umizj:',xum^fih. ixv^f. ^^^-f 

T> h 1 2 OfcJ;y+4Wi^A 1 0 0{4. K©4 1 6 

tcfcv^T. svHcisiiE-ri.. -efH4. spg4 1 oizm^ 
xm^^ii,tifzh(Dtn-cD. tfzim'kmmm^^x 

'^htlh, ^^\^X\ g^4 18ti}V>T. ^y^ryV 
1 2 0(4, 1?--A' 1 4 Oi^-^SftJR-^yiBX^IilJSiJ-f Srji 
fttl>. li^iff2:S(tIRI.t. ^lAWi^Al 0 014. 
30 JlX?l(:M4-rsfl!!^S»#Sr^SL. ■?-^i(cj;'). -t- 
A-l4 0 5-^tl>. M*WtC. -t-A'l4 0(4, 

L. -eii(cJ:0. +4«4^A(4. 
a. i;t(4fi!j<7)*r-ffiT'ft^$iiT ^ t ^5ill(= t# 

[0 090] 9 y^ryv 1 20 iiXi/^^m±^Ai 

0 0(4. :T^$ni)||j|fi<S«c7)J;o(l. S^aofifflttO 

<^{m\i-i&mt^ixts:\\ mm. ^^mz^y^ry 

40 h*<3diV^Sr^TV^ (Mt(4'. Digica 
sh. Cvbercash^j:t'iitLX) . *ifi<j4^A*^^<^i 

^ivH^•ov^Ta*^$as«■fffi?l(^^3v^•c{4. miiza 
{f^a.-fm(on^^comi^zmi ^^cofmmi 

<r>Mmz^j:^<OX\ Lfzi^-oX^^^mi. JiX?|co»*M 

^i^iisi mm. ffis. ®. r-f rA£7)DiH3. isjis^ 
5, i'y-iryhh. ^m^kcofzubiz. bx 

50 (4, Sffig^!^)•^^K■rS^(cov^TcoiiEBJ(4/^7 



2 1 

[009 1] lf;Sll4$r#^L.T. tiWA^AlOO 

^ ry hi 20 tiXx/-f-J-< 1 4 ocn-^h^'tL 
b<r)mzmm^<r>hiimii^^th t . m4 2 o(: 

[0092] *^BJiO0iKW^^Sfe®«cO 1 o-eti. i!f 
UtLX, r>'M 2 0i3J:l>'-if-A'14 0cr)U 

o(j^:>js-^rti.7-nh3/i/S:t2^L. mmzmm 

[00931 mmimm<^ 1 o-cti. micr^m^ 
if. m\ttc{im\<r>m&izm^uh<^mmiM.mrs 

^i,zi.'>xm^^ixX^^h:ittmtL\-^, 

[0094] ifWiRm\<r>mmM.x'\i. ^±m±^A 

mmm<^m'^(r>7i.^isti. ^<r>i,of£mim},zii\^ 
xM. %M^<r>-ii^f:.\m-nff'it<rmmwmh, 
mwzmh'mmszM. it<nwm-^t,w:.ts:^ •x^r 

[0 0 9 5] Mt. y^^y'z-V^^-Jx.XYM. m\ 
^T, S^#W±, ^AWi^AlOOt^ajSii, ^■ 

z.xmi'^ixh>m.<rmmiz-)\^x(r>m.iixwm.\m. 
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2 2 

I.. 

[0 0 96] S|g4 2 2lCi5V^T. ioTSai 

Witf>i^^\mhf\:tz\,<r)±x\i^im^ifimmti. 
t\-^'>fcm>m.\zi->xmA\.^i\.h> sfe'4 24r 

li. *iWA^A10 0<i, BX^Ucra^LTV^S^W* 

10 <n--n. tt;i\xmi\^it^\.zn\.x. im.'^ixrcmm 

[0097] ^±^±.•^^^zi.'>x-SB.%ttfz^3B\'^<ri 
*\ -ttzMmt. «f AWit^Atc^tTBX^I^Ttli-?- 
^f/^>\^^f^t>m^^^T>ix m^S*tK-5 HIS 
20 f fcJ:tX/t^>:«i/h^ffi{i4'AS<li^At;3^ 

^JiWi^A^ofiffltt. fcJzt/'tf^^i+ifi^Ji^A 

^.z'm^ix.h-nmm^'m-^^. ^±^±<kk\zi.->x 
m^^iih^M. mw. ^±^tL^k\zi.'^xm 

fM.^m^tfi.»>^z\i.. ^lL^itkk\t. mz. ]R 

^\\.zmhm&<r>\^<ht>- mm. m. m\m\ 

30 [0098] ±a«o J; -5 II , tl^ie^jii^Ati , 'm^<r> 

^=^<. m^v^^fzw\-j'ya.m. ('p±mi^km 
ixx\^i<r>x. '^miL^Mtz <r>mx^m^mm 

40 

[0099] mm. 1 oionisffi^-cti. -t-A'titf 

himktt<7)?^X'hh. mnzmLxmzmi}^^t 

^A. nmiziii'y^r>Y-i5i:i//tt:i±^(7)-mmz 
'^\.^xm^Lx\^immmmzmmi . 

50 L. Tznmbim-ri. ^ix(,(^mi}m-'X'hm^ 



(13) 



i^ffl2 0 0 0-3 6 00 0 
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[0100] ±tmmX'ii. Il4t:^$ii|) J: -5 * 
*i6<Ji^A(CjMf'l-r-5. »:v^-Cs 'f-^'^isXr/i^y-f 

[01 0 1] 05 fi. M^nz2Aa±.(r>'m^ {mt 

^l<OSV#5 0 0feJ:t/ll2c7)i»#5 0 2 
^(i. ^f^5 04tJ:'pT^$fLl., mNc7)i»#5 0 

[0102] mmmm-cii. ^no^v#5 o 4 {i 
mTM.^nzi^\,^xm^t3tlh. -?-c^j:om*Tii. ^ 
<7)^ffl^>rtfl5jR^##s (Miff, m.'mn) ^z^io. 

SJAV^Ii. i3-?-'b<. ^'Ui^'vhTj-Hs Digicash. t 
t:im<7)mizi:'^X'^i:>tii.. )X^^X\ WflSUXft^S 
liA-^miizniX . JL— f^^'T'f rAlcov^-C^oS&v^ 

[ 0 1 0 3 ] HIS t^^^iii) 1 -:><?^mmmzi5ux . 

^iWil^Al 0 0{±S¥*2:}g^-r-?.iifIgJII*lt::?? 
SU#I. 1 0. 5 1 2. iiXV^5 1 4tC 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide a server for operating the execution of 
automatic transactions, including the • security for the secret 

information and private information of a user and using method of the 
server . 



SOLUTION: When making a purchase, rather than a user transmitting private 
verification information to a seller, the seller makes a contact with a 
controlled server 100. During the contact from the seller to the controlled 
server 100, the seller specifies the user, arbitrary non-personal 
information concerning the user grasped by the seller and the nature of the 
transaction. When the purchase is proper, the controlled server 100 
authorizes the transaction to the seller. Accordingly, there is the user 
not need what so ever for to transmit the personal management information 
to the seller. It is sufficient that the seller only know whether the 
transaction has been authorized, and further exchange of information is not 
made . 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide a system which makes it possible to buy 
data from an electronized data selling system through the Internet 
while personal information on a user is kept secret . 

SOLUTION: An individual authenticating server 2 issues an ID number and a 
password to the user 1 as notice of the registration of the personal 
information. The user 1 buys data by the electronized data selling system 3 
through the Internet by using only the reported ID number and password. The 
electronized data selling system 3 can authenticate only the ID number and 
password of the user 1 having bought the data, so that the user 1 can not 
be specified. The electronized data selling system 3 sends a request 9 to 
authenticate the ID number and password that the user 1 has used to an 
individual authenticating server 2. The user 1 shows the ID number. 



* receives (13) electronized data from a distribution company 5, and pays 
(14) the charge of the data to the distribution company 5. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide a method and a structure by which a 
potential customer can perceive that privacy and security on e-commerse are 
increased . 

SOLUTION: The method (and a system) for electronically performing a 
business between the first interested party and the second interested party 
is realized by providing the third interested party (system) who knows 
identification data on the first party but does not know privacy-related 
information on a suggested electronic business transaction between the 
first party and the second party and performing the electronic business 

transaction between the first party and second party through the 
third party so that identification data of the first party is hidden 

from the second party . 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide user's desired specifications as a 
three-dimensional picture to support the setting of specifications of a 
house, which the user desires, within an estimate and to support trader 
selection by bids. 

SOLUTION: A server of a mediator generates a three-dimensional picture of a 
house or house equipment on the basis of inputted basic specifications and 
transmits it to a user terminal machine. When an entry signal is 
inputted, information which specifies the user is hidden to register 
an entry number of the user , the estimate, the basic specifications, and 



* the three-dimensional picture in a bid part of the server as a purchase 
desire object, and traders peruse purchase desire objects registered in the 
bid part and designate an object, of which they desire to receive order, 
and transmit estimate specifications and expenses to the server, and the 
server hides information , which specifies the traders , to deliver 

register numbers of the traders , estimate specifications, and expenses to 
an E mail address of the user, and the user is introduced to a selected 
trader when the register number of the selected trader is transmitted to 
the server. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To relieve the burden of a user side who prepares a 
program for encipherment and signature generation and an electronic 
certificate and also enable a seller side to conceal user account 
ineormation such as the credit card number and the bank account number of 

the user. 



SOLUTION: The user outputs an order request to a dealer server by using a 
user terminal, and the dealer server receives the order request and 
outputs a settlement request to both a settlement server and the user 
terminal. The user receives the settlement request by using the user 
terminal and sends the settlement request including the user account 
information such as his/her credit card number and bank account number to 
the secclement server. The settlement server performs settlement processing 
after confirming whether the request contents from both sides coincide and 
returns settlement processing results to the user terminal, and the user 
terminal returns the settlement processing results to the dealer server. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To make clear the commercial transaction right of 



selling side to a specified user and to make presentable concrete design 
change information to the specified user. 

SOLUTION: When the specified user watches the commodity information of 
specified data managing side on a display part 9 of a user personal 
computer (PC) 2 and downloads that commodity information to a RAM 7 of the 
user PC 2 for exchanging information with a managing PC 4 of that specified 
data managing side, that downloaded information of- the specified user and 
specified data managing side is registered on the side of an information 
managing computer 3 . When reading that information, the information of the 
specified user and specified data managing side (such as user name, 
manufacture name and drawing number) can be watched only from the side of 
thac managing PC 4 because of information protection by a password. 
Therefore, in the state of securing the confidentiality of user access 
information , the counterpart of commercial transaction of the specified 
user and the article the counterpart desires to purchase (manufacture and 
drawing number) are made clear on the selling side. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To protect the privacy of a user by allowing the 
user to hide purchasing content information from persons except for 
the user including a store so as to hide using store information from 
a seeding person. 

SOLUTION: A user device 13 selects desired contents from contents 
discributed from a contents distribution company 11, applies purchase to a 
key generating person device 12. The device 12 receiving the purchase 
application executes credit confirmation and a paying money securing 
request: to a settling person device 14 and sends settling information sent 
froiti Che device 13. The device 14 inquires credit and returns a collating 
resulc to the device 12. The device 12 receiving this information delivers 
a decoding key to the device 13 to inform the device 13 of only a ciphering 
key corresponding to the delivered decoding key to hide the name of the 
user and the decoding key. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To provide a method and system for executing 
electronic commercial transactions through the internet by realizing 
security for accessing and retrieving individual information in a card. 

SOLUTION: An individual web site including individual or private 
information is stored in an individual smart Java card. Before a user 
accesses a site stored in the card, the user is certified according to any 
one of the PIN, facial image, finger image, eye image, voice 
characteristics and fingerprints, or the combination of them. Moreover, an 
encryption engine 210 in the card decodes and compares an input PIN 
combined with a secrecy key or a security certificate, and verifies the 
identification of the user. Before a bank account is freely accessed by a 
user , the computer system of the bank checks the combined secrecy data 
at multiple check points by using an internet security protocol through a 
web browser for guaranteeing the authenticity of the card and the 
identification of the user. 
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ABSTRACT 

PROBLEM TO BE SOLVED: To reinforce the functions of an electronic payment 
syscein for allowing a buyer to purchase a product by transmitting an 
electronic payment order to a seller so as to provide product 

investigation information. 

SOLUTION: A buyer 10 generates a certification code as an one-way funtion 
of a secret value generated at random and includes the certification code 
in a payment order. At the time of providing investigation information to 
an e valuator 10 thereafter, the buyer 10 includes the secret value in 
the investigation information . The evaluator 50 provides information for 
identifying a transaction and the secret value to a buyer's payment 
dein-nding system to verify the purchase transaction. The buyer's payment 
demanding system extracts a certification code from transaction information 
received from a seller 20, compares the extracted code with a code 
regenerated from the secret value by using the one-way function and 
transmits the compared result to the evaluator 50, which uses the 
investigation information at the time of certificating that the 
cerii n ication code is related to a practical transaction between the buyer 
10 md the seller 20. 
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Value storing method for business transaction , involves electronically 
sending money to recipient and debiting stored value account of 

potential purchaser 
Pacenc Assignee: FIRST DATA CORP (FIRS-N) 
Invencor: SEIFERT D A; THOMPSON M 
Numoer of Countries: 001 Number of Patents: 001 
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CIP of application US 2001975171 

AbGtracc (Basic) : US 20020104878 Al 

NOVELTY - An electronic record of money received from a potential 
purchaser is stored in the corresponding account. The money is 
electronically sent to a recipient and the stored value account is 

debited . 

DETAILED DESCRIPTION - An INDEPENDENT CLAIM is included for money 
transferring method. 

USE - For business transactions. 

ADVANTAGE - The electronic money transfer reduces the cumbersome 
nature of money transfer and keeps the information about the buyer 
and seller confidential . 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
necwork interface system. 
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Electronic information system for purchase order system, enables 

customer to access through communication device, to generate purchase 

order 
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Abstract (Basic) : US 20020095345 Al 

NOVELTY - The electronic information system is accessed by a 
customer through a communication device, to generate a purchase 
order electronically for periodic delivery of a product, goods, or 

services . 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
f ol lowing : 

(1) Purchase order generating program; 

(2) Method for providing customer with desired product, goods, or 
services in periodic basis; 

(3) Method of operating electronic information system; and 

(4) Method of using electronic information system. 

USE - For purchase order system for supporting supplier to 
periodically provide desired quantity of products, goods and services 
at desired frequency of delivery to customer. 

ADVANTAGE - Enables customer to electronically generate a 
purchase order to a supplier easily. Prevents unauthorized person 
from obtaining access of confidential information , by authentically 

customer 's information . Enables the customer, to add or delete 
products, goods or services to be delivered. 

DESCRIPTION OF DRAWING (S) - The figure shows a block diagram of 
eleccronic communication system, 
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Abstract (Basic) : EP 1237132 A2 

NOVELTY - A service provider (12) controls any modification 
operation of the transaction mechanism of. the mobile station (1) . 
Cobile station communicates with the base transceiver station (10) of 
the cellular system and comprises a display (2) and an input device 



with control buttons, while an external antenna element (4) is also 
provided. The station has a processor (6) and a data store (7) to 
facilitate transactions with other parties. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for an 
arrangement for processing electronic transactions and for user 
equipment . 

USE - Processing electronic transactions on mobile user 
equipment e.g. computer, mobile phone, PDA or organizer, with provision 
to update or modify mobile user equipment transaction mechanism. 

ADVANTAGE - Permitting modification of transaction mechanism. 

DESCRIPTION OF DRAWING (S) - The drawing shows the equipment 

Mobile station (1) 

Processor (6) 

Scorage (7) 

Base station (10) 

Service provider (12) 

Antenna (4) 
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Electronic transaction device for use in e-commerce, has identifier 
which provides no apparent identification of authorized user , and 
storage device having private storage area for storing confidential 
d a t: a 

Patent Assignee: TOBIN C M (TOBI-I) 
Inventor: TOBIN C M 

Number o-T Countries: 001 Number of Patents: 001 

Patenn Family: 

Patent No Kind Date Applicat No. Kind Date Week 

US 20020077992 Al 20020620 US 2000254338 A 20001208 200265 B 
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20C1977742 A 20011015 
Pateiit Details: 
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Abstract (Basic) : US 20020077992 Al . . 

NOVELTY - The device includes an identifier which provides no 
apparent identification of an authorized user (140) . The identifier 
communicates with a system through a communication logic to perform a 
transaction. A detachable memory storage device is provided with a 
private storage area for storing confidential data that is to be 
encrypted with a key stored within the transaction device memory. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are included for the 
following : 

(1) Electronic system; 

(2) Method for permitting user to conduct electronic commerce 
transacti on ; and 

{3} Machine readable medium storing electronic commerce 
transaction conduction program. 

USE - For performing transaction over internet and through 
]:oint -of -sale (POS) terminal in electronic commerce. 

ADVANTAGE - Enables the user to conduct electronic commerce 



transactions without compromising user's personal identification 
laforination and identity, and also provides enhanced direct marketing 
for vendors. Enables data to remain inaccessible without personal 
transaction device when storage device is lost or stolen, by storing 
the data within private storage area. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
secure transaction system. 

Authorized user (140) 
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Abstract: (Basic) : WO 200265362 Al 

NOVELTY - A settling system by which a use can do an electronic 
transaction safely and conveniently on the Internet without using any 
pei"so:ial secret information such as a credit card number. A user 
termip.al (1-1) sets up a connection with an electronic commerce service 
(ECS) device (1-7) by using the IP (Internet Protocol) address which is 
assigr.ed when connected with an Internet service provider (ISP) device 
(1-3) through a public network or a leased line (1-2), and orders. 

USE - Electronic commerce settling method for electronic 
transactions 

DESCRIPTION OF DRAWING (S) - User terminal (1-1) 
Electronic commerce service (ECS) device (1-7) 
Ir.ternet service provider (ISP) device (1-3) 
Leased line (1-2) 
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Secure purchase transaction method for E - commerce payment system, 
involves encrypting customer information which is forwarded to financial 
institution through merchant over network 

Patent Assignee: CARROTT R F (CARR-I) ; PHEIR H H (PHEI-I) 

Inventor: CARROTT R F; PHEIR H H 

Number of Countries: 001 Number of Patent?:. 001 
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Abstracc 'Basic) : US 20020069177 Al 

NOVELTY - The customer information in a storage device (112) of a 
cuscoiner computer (100) is encrypted." The encrypted information is 
forwarded to a merchant (140) and a financial institution (150) over a 
network (170) . The encrypted customer information is decrypted at the 
financial institution for returning a purchase authorization decision 
to zhe merchant over the network. 

Dn:TAILED DESCRIPTION - An INDEPENDENT CLAIM is included for 
purchase transaction securing system. 

U.:e - For secured purchase transaction in electronic commerce 
( E - commerce ) payment system. 

A:.VA^JTAGE - The merchant receives only the encrypted customer 
inf orr.iation and never gains access to the customers confidential 
inf on.iation such as credit card number, thus security is enhanced. 

DI-SCRIPTION OF DRAWING (S) - The ' figure shows the purchase 
trans iccion securing system. 

C'iscomer computer (100) 

S* or age device ( 112 ) 

f-Vrr chant (14 0) 

Financial institution (150) 

He t work (170) 
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Payment via mobile phone between vendor and purchaser , uses server as 
authentication and payment link between vendor and buyer 
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Patent Fa;nily: 
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Patent Oe--ails: 

Patent No Kind Lan Pg Main IPC Filing Notes 

WO 200265;i4 Al F 25 G07F-019/00 

Desi9n-^ced States (National) : AE AG AL AM AT AU AZ BA BB BG BR BY BZ CA 
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Abstraci: Basic) : WO 200265414 Al 

NOVELTY - The purchaser verifies the vendors identification (11) at 
a firsn stage. (a) or at a following stage (b) and if the result of the 
verification is positive, during the course of a stage (c) , the 
purchaser sends to a server (T) confidential data (3) allowing 
payment of a monetary sum. The ecjuipment (El) of the vendor is a GSM 
type :.obile phone. The equipment of the purchaser (E2) is the same 
gener.vcion mobile phone as the vendor. 

DKT/^ILED DESCRIPTION - Method of tele-payment between a vendor and 
buyer using three entities. The vendor has a first identifier (II) and 
telecc:nmunication equipment (El) . The buyer has a second identifier 
(12) ..nd a GSM type mobile phone (E2) . The vendor and buyer have access 
to a I ayinent server (T) via their telecommunication systems. The method 
inclu <es a preliminary exchange established between vendor and buyer 
concerning a payment transaction of an outstanding monetary amount. 
Folio, ing the preliminary stage the method includes the following data 
excha:.ges: (a) the buyer sends non confidential information (1) 
to t;h- server (T) , including data relative to the vendor as well as the 
outscr.nding price (MT) ; (b) the server ■ (T) authenticates the identity 
(II) of the vendor from the received data (1) and sends to the buyer in 
respo:.:ie a message (2) for a payment order for the amount (MT) . The 
messa' -3 includes at least the amount (MT) and the vendors (V) 
ident: ' :: ier (II) . 

ur.E - For selling and buying transactions using GSM type mobile 

phone.* . 

a: VAJiTAGE - Designed to reduce the cost by using a server to which 
both ^endor and buyer subscribe to, server verifies authenticity of 
vendor zo buyer. 

DESCRIPTION OF DRAWING (S) - The drawing shows the system 
compor.ents ( the drawing contains non-English language text) 

V ndor (E) 

p.rchaser (E2) 

s* rver (T) 

Vf ndors identifier (11) 
b vers identifier (12) 
ai.ount. (MT) 
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Direct claal system for real estate transaction through internet , 
potenti.tes real estate transaction between buyer and seller by 
implemer.ting agent for each process of real estate business by direct 
deal inat.agement server 

Patent As: ignee: FURUKAWA Y (FURU-I) ; IKUTA K (IKUT-I) 



' NumSer of Councries: 001 Number of Patents: 001 
Patent Fanily: 
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Abstract f3asic) : JP 2002140566 A 

NCVELTY - A direct deal management server (2) judges the terms and 
conditions of real estate transaction between a buyer (3) and a 
seller (1) , and stores the secret information about the auction to 
be pe: formed. The server potentiates real estate transaction 
betv;e'. n buyer and seller by implementing an agent (5) for each process 
of bu5. iness about real estate transactions. 

USH: - For performing real estate transaction through internet . 

AEV/ijviTAGE - The distribution of real estate transaction becomes 
easier, when an agent is requested to perform real estate transaction. 
The rc il estate transaction is performed economically, since other 
brokering is not involved in the process. 

DESCRIPTION OF DRAWING (S) - The figure shows the direct selling 
sys'^e: . (Drawing includes non-English language text) . 

S. .llor (1) 

Direct deal management server (2) 

Buyer (3) 
Aceivc (5) 
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Group initiative execution method for purchasing products over 
internet. , involves accepting counter offer from sellers in response to 
offered prices, so as to satisfy specified requirements of buyer 
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Abstract 3ar.ic) : WO 200223445 A2 

7ELTY - Several members define different prices for a same 



r 

cateqc ry of issues to be negotiated with the sellers (911) and offers 
the d-. fined prices for consideration by the sellers. The seller respond 
indiv: dually to the members by providing counter-offer. The members 
accepi Che counter-offer from a seller, so as to satisfy specified 
requirements of the buyer (915) . 

UfH - For executing group initiative for purchasing products or 
services such as office products, utilities, maintenance services, 
fuel, packaging, travel, waste removal, batteries, etc., over network 
such ; 3 internet, intranet, LAN, WAN, broadcast network. 

a: /ANTAGE - Allows buyer to keep the information confidential 
and bi y exactly the desired product. 

d: :3CRIPTI0N OF DRAWING (S) - The figure shows the customizable group 
inici£ rive system. 

Si aer (911) 

B;//er (915) 
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Abstract (Baric) : WO 200223441 Al 

NOViilliTY - Each of charge numbers including respective card number 
is en :oded into corresponding cash card (305). The number of each cash 
card -s retrieved using a card reader (309) of charge settle network 
(115) . Ti;e charge settlement network is configured to route any of the 
card r.Liinbers to issuing system (107) as certified processor. 

DJT/wLED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
f ollo'.vinoj : 

(a) Transaction system; 

(b) r:a3h card activation method 

U::i:: - For online cash transaction using cash card such as debit 
or cr^Klit card. 

ADVA:rrAGE - issuing system remains anonymous and their 
correrpo:.ding personal information remains confidential regardless 
of afri::ate participation. Provides user with valid card numbers for 
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'any :^.ur :hase transaction through online /telephone transactions 

and hencu eliminates the potential credit theft and fraud. 

CZSCI-.IPTION OF DRAWING (S) - The figure shows the block diagram of 
the c/.ai've number issuing and processing system. 

Insu^ng system (107) 

Charcje settle network (115) 

C'-sh'card (305) 

Cfird reader (309) . . 
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for providing transaction process including confidential encryption 
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Abstract Basic) : WO 200227624 Al 

i: VE^iTY - A transaction server (2 0) provides a transaction 
process including a confidential encryption algorithm, to a consumer 
compu' or (12) through the Internet (14) to which merchant server (16) 
is co'.:pl(jd, after receiving an authorization grant from a processing 
netvvc 26), in response to an authorization request. 

c:, TAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
f ollov;ing : 

(r. ) Consumer transaction processing method; 
{] ■ Transaction process 

U. r: - In financial institutions such as bank or credit card 

ins t iv ut i on . 

a: /;v!:tage - since the confidential information is not provided 
to iTi'^r chant server and not retained by the transaction server , 
illecj access of the confidential information is prevented, thereby 
enha]v incj the security of the information. 

DL:3C:riPTI0N of drawing (S) - The figure shows a block diagram of the 
consular transaction processing system. 

C- isuiner computer (12) 

r:.ternet (14) 

[-'i.rchant server (16) 
T rax. s action server (2 0) 

i oc ssing network (26) 
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Abstract '3a.sic) : WO 200213016 Al 

i:. VELTY - Method facilitates third- party agents to securely 
accec. customer 's (105) personal and confidential information on 
the :: ternet. A security document or ticket is presented to the party 
for V' Tying the customer's consent to grant such access to the third 
party . "he party only communicates such confidential information 
to the third party if the security document is found to be valid. The 
secur: ty document can be encrypted (106) . 

Di TAILED DESCRIPTION - INDEPENDENT CLAIM is also included for the 
follo\ :.ng : computer readable medium; apparatus 

- For the purchasing over Internet . 

;\l VA::tage - Provides an electronic document (ticket) , for example, 
that } ro -es that two or more parties consent to allow a third party 
(or in re parties ) secure verified access to confidential 
infornation . Creates an electronic document (ticket), for example, 
that . s very difficult (almost impossible) to forge or modify without 
the jator's consent. Eliminates, or substantially minimizes, damaging 
secvr.zy consequences if it is lost or stolen. Has a limited lifetime - 
the t. zkvz can't be used after it expires. Can be used by a third party 
an ur. im: ted number of times (or alternately, if desired in particular 
situatioi.s, for a specified limited number of times) during the 
ticke' 's lifetime. Contains a serial number allowing the ticket's 
a;opro al and usage to be monitored and recorded for auditing purposes. 
Alio.- tl.e consenting parties to insert optional information into the 
tick..- fcr subsequent, future usage. • ^ 



ClSCriPTION OF DRAWING (S) - The diagram shows an exemplary 
relatiDnrhip of the entities involved in exchange of confidential 
inforr ation in relation to the invention 

cusccmer's private data (105) 

cc amerce site private key (106) 
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Method ^2>r performing safe transactions in connection with electronic 
commerce guarantees a distributor of reliable payment and a customer of 
only debits to his account by the distributor for merchandise matching an 
agreed price. 

Patent Asr Lg:.ee: SIEMENS AG (SIEI ) 

Inventor: rCliLL U 

Number of I'oi.n tries: 021 Number of Patents: 002 
Patent Fan Lly : 

Patent No Kind Date Applicat No Kind Date Week 
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Abstract '3a. ic): WO 200217158 Al 

NC7B:.TY - A transaction is carried out via a mobile radiotelephone 
n-^twor : ;mrtn) (11) . A distributor (4) can be sure that payment is 
relia}:Ly initiated. A customer (1) can be sure that only the price (9) 
for tl.^i corresponding merchandise is debited to his account by the 
discr; uiior. The customer inquires about his purchase from the 
discrl :)ui-or via the Internet. The distributor uses the MRTN to inquire 
aoout the customer. The MRTN then inquires of the customer. 

ur ^ ' For making secure Internet purchases . 

AL/;-.:'TAGE - No third person can listen in on the customer 's 
s 3cre t i.ccount data . 

DESCRIPTION OF DRAWING (S) - The drawing shows a basic block circuit 
diagran 01 a device used in executing a purchase transaction. (Drawing 
includes non-English language text) . 

Mcai]e radiotelephone network (11) 

Di it}-ibutor (4) 

Cujtcmer (1) 

Pi Id- (9) 
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Mobile t Blecommunication network -based sales transaction system for 
mobile-cDmmerce, has transaction server for checking solvency data 
relating to payment method and for crediting virtual accounts of merchant 

Patent Assignee: ALDATA SOLUTION OYJ (ALDA-N) 
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Number of Countries: 002 Number of Patents: 002 
Patent Fan-il\': 
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Abstract (3asic) : CA 2344749 Al 

NcyE:,TY - A merchant server transmits an inquiry message containing 
custotrer identification, purchase price, payment method to a 
transaction server , based on information about payment method from a 
mobile terminal. The transaction server checks solvency data 
relati.^g to payment method and diminishes customer solvency and credits 
virtual account of the merchant in response to sales details. 

DKI?a:lED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
f ollov; Lng : 

(a ::obile telecommunication network -based sales transaction 

methoc ; 

(j 5 ales transaction server 

U.-J ' For use in mobile-commerce-for performing financial 

transa :;tJ on . 

Ai VANTAGE - Enables customer to buy services quickly and safely 
using .;iobile phone or a wireless terminal. Provides purchasing product 
withou: any risk of providing confidential information and enables 
merchant to leave all financial and billing routines to m-commerce 
systei: based on statistics. 

Di'SCRIPTION OF DRAWING (S) - The figure shows a flowchart explaining 
sales transaction method. 
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Authorization method for automated transactions through Internet , 
involves authorizing transactions using server without transmitting 
private /erification information of user to merchant 
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Priority Applications {No Type Date) : US 2000618962 A 20000719 
Patent Dei: ails : 

Patent No Kind Lan Pg Main IPC Filing Notes 
EP 1178451 A2 E 6 G07F-019/00 

Designated States (Regional) : AL AT BE CH CY DE DK ES FI FR GB OR IE IT 

LI LT LU LV MC MK NL PT RO SE SI TR 
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Abstracc [3asic): EP 1178451 A2 

i!C ;elty - A database of user private verification information is 
maincaLned by a server (100). Authorization for the transaction is 
provided to the merchant by the server without transmitting the private 
verif i ::ation information of user to the merchant. 

Di: TAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
follow Lng : 

(a) Transaction authorization apparatus; 

(b) Method of providing relevant notifications to user; 
(c' Method of invoicing a user; 

(d' Apparatus for providing relevant ^ notifications to user; 
(e) Apparatus for invoicing a user 

US'::: - For authorization and confirmation of payment in automated 
transaccions established using any one of POTS telephone, cellular 
telephone, feature telephone, digital telephone, PBX telephone, or PC, 
wireless PDA such as Palm Pilot, etc., through Internet. 

ADVANTAGE - Prevents unauthorized access to the user's private 
verification information and hence maintains security of user 's 
conf id<antial and private information . Prevents commercial fraud. 
Hence, results in improved efficiency and convenience. 

Dr^sCRIPTION OF DRAWING (S) - The figure shows the architecture of 
the server. 

Server (10 0) 
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Method o£ secure payment over the Internet , uses coupons purchased by- 
user and carrying hidden code which is revealed and transmitted by the 
user when a transaction is to be made 

Patent Asiiignee: I-RIDE SA (IRID-N) 
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Patent Fanvi ly : 

Patent No Kind Date Applicat No Kind Date Week 
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Abstract (Basic) : FR 2812739 Al 

NOVELTY - The payment procedure commences with the user purchasing 
coupons carrying a nominated face value. A unique code is printed on 
the coupon, and the code is masked. When the user wishes to make 
payment, the code is revealed and transmitted over the Internet to a 
payment server. The server validates the code to accept payment. 

USE - Secure payment over the Internet. . . 

ADVANTAGE - Allows users to make payment over the Internet 
without transmitting confidential information which may be 
intercepted. 

DESCRIPTION OF DRAWING (S) - The drawing shows a block schematic, 
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Electronic payment securing method for e - commerce transactions , 
involves establishing payment to merchant by trusted party on behalf 
of customer without disclosing confidential payment information of 
customer 

Patent Assignee: DOHERTY C (DOHE-I) ; TSIOUNIS Y S (TSIO-I) 

Inventor: DOHERTY C; TSIOUNIS Y S 

Number of Countries: 001 Number of Patents: 001 
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Abstract (Basic) : US 20010039535 Al 

NOVELTY - The request for payment to a merchant, is transmitted 
from the customer to a trusted party . A payment authentication 
information is generated based on confidential payment information 
acquired from the customer . Authentication information and payment 
instruccion are transmitted to the trusted party to facilitate 
payment: on behalf of customer without disclosing the confidential 
payment information to the merchant . . , 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
f ollov;ing : 

(a) Computer readable medium containing instruction for securing 
elect3:onic payment; 

(b; Electronic payment securing apparatus; 
(c! Electronic payment securing method 

US2 - For establishing secure payment of transaction in 
electronic commerce applications using personal computer, WAP enabled 
cellular phone, WEB TV type device, handheld personal digital assistant 
(PDA) Guch as PALM PILOT through Internet. 



ADVANTAGE - The trusted party serves as the intermediate or third 
party for representing the customers and guarantees security of payment 
transaction without requiring many involved parties such as banking 
institutions, transaction processors. Hence, allows customers to remain 
anonyinous to the merchant without having access to the user 's 
confidential account information . 

DESCRIPTION OF DRAWING (S) - The figure shows the function performed 
by payment transaction server . 
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On - line trading method for value bearing instrument e.g. ticket, 

involves security server which stores customer identity password and a 

shared r^ecret piece of information 
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Abstract :.:aGic) : WO 200173644 A2 

KoVilLTY - When customer orders value bearing instrument e.g. 
ticket travellers checks, encrypted data is sent to secure 
transaction server which holds customer identification, password 
and s::ared secret piece of information . These data are used to 
authen-: icate customer 's order. 

DS'AILED DESCRIPTION - The system determines if a user elected to 
have a cicket delivered by E-mail, step 110 and the packet is delivered 
by E-;rt-iil if so requested, step 112, otherwise it is determined if a 
reser-'i option was selected, step 114, before the ticket is provided to 
a res v-vcition system, step 116. The system determines if the user 
selec:.:; a generate-now option, step 118 and, if selected, the ticket is 
trans;. teed to the user computer, step 120 via a network. 

Aii INDEPENDENT CLAIM is included for a computer system. 

U:J ~ Generating a value -bearing instrument such as a coupon or 
check ^tc . 

AD'/;uiTAGE - Secure delivery, exchange, forwarding and managing of 

instr;:' ".ents . 

Cll.iCF^.IPTION OF DRAWING (S) - The drawing shows the process, 
f • 41 DwgNo 1/8 
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debt generated by transactions in billing computer, and sending 
:ata to user database for storage 
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.asic) : JP 2002024720 A .. .. 

.'ELTY - The method involves transmitting the content confirmation 
signal (S200) of a transaction to the mobile telephone (200) of 
om a billing computer (130) . The billing computer has a 

\or (131) that computes the billing data {S210) and the debt 
ed by the transactions, and sends the billing data to a user 
(153) for storage . 

:;-.lLED DESCRIPTION - The billing computer sends and transmits the 
nion content confirmation demand signal for confirming the 

. of a transaction for a user. A . transaction demand signal 

v;hich includes user identification data, is transmitted from a 
rnputer (300) for specifying the goods ordered by the user. An 
DENT CLAIM is also included for the transaction payment system. 

: - Transaction payment through the internet . 

;-.:jtage - Ensures high efficiency and safety in purchasing 

/ through the internet due to maintained confidentiality of 

jard and user information when purchasing goods. Ensures 

credit collection and transaction between seller and 

cjr . 

CRIPTION OF DRAWING (S) - The figure is an outline explanatory 
* showing the entire components of the transaction payment 

ling computer (13 0) 
.:essor (131) 
- database (153) 
He telephone (200) 
^- computer (300) 
::.iaction demand signal (SlOO) 

nc confirmation demand signal (S200) 
ng data (8210) 
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^iiTY - The method involves using a personal computer (1) with 
2m circuits, in which the first channel is connected to a router 
:e second channel is used for browsing a homepage to determine 
il transaction contents. The personal computer also has two 

ed services digital network (ISDN) circuits for direct 

on to a public circuit. 

- For settling internet transactions using two 

ration channels. 

'.MTAGE - Prevents leakage and alteration in essential 
lion contents when performing commercial • transaction through 
:ernet . Prevents seller from abusing credit card of customer 
js safe transaction and confidential data communication 
credit company and customer . Ensures simplified input 
'.n . 

:?.IPTION OF DRAWING (S) - The figure shows the circuit connection 
of the internet payment using two communication channels. 

'onal computer (1) 
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Abstract usic) : JP 2002024718 A 

r kFjTY - The method involves making a customer make his or her 
pure].. order of a product to a store terminal (40) through a credit 

card noany terminal (20) . The credit card company terminal subtracts 
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uct price from the customer's designation account at a schedule 
le paying the product price to the store terminal, 
ILED DESCRIPTION - The customer sends product data, acquired 
user terminal (10) , and an order to the credit card company 
. The credit card company terminal then authenticates the card 
product data from the user terminal, and produces and sends 
order data to the store terminal. The store delivers the 
CO the credit card company. The credit card company terminal 
s the product price from the store terminal. The credit card 
delivers the product to the customer. 
- For purchasing goods through the internet . 
ilTAGE - Ensures confidentiality of customer information 

information since confidential customer information 
divulged to store terminals. 

RIPTION OF DRAWING (S) - The figuire is a system block diagram 
che components of an on-line shopping system. Drawing includes 
ish language text. 
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IJLTY - A transaction may be validated in response to 
i cat ion of both a merchant and a customer. The transaction may 
clatied in response to the identification of both the customer and 
cl cu5jtoiner. A customer and merchant control limits of authorized 
private and financial information- by second and third party. The 
r and merchant may define limits of dissemination of personal, 
and financial information. 



AILED C;ESCRIPTI0N - An INDEPENDENT CLAIM is included for: 
( a syscem for facilitating the completion of a transaction 
L\ - For facilitating the completion of electronic commerce 

trans:, tions 

a: /vIZTAGE - Ensures the security -of confidential information 
trans: teed over potentially insecure communication media. Protects the 

parti ipants from impersonation, enables data to be securely stored 
on pov ncially insecure computers, protects the software and encryption 
used oni reverse engineering and protects against raw data capture. 

l: rRIPTIcri OF DRAWING (S) - The drawing shows a block diagram of 
the s* zem of tihe present invention. 

p: 8 5 DwgMo 1/7 

Title Ter; : METHOD; SECURE; COLLECT; STORAGE; TRANSMIT; INFORMATION; 

FACILIT. ; E; COMPLETE; TRANSACTION; PERMIT; • CUSTOMER; MERCHANT; DEFINE; 

LIMIT; - 3SEMIKATE; PERSON; PRIVATE; FINANCIAL; INFORMATION 
Derwent C js: TOl; T05 

Internatic. al Pacent Class (Main) : G06F-017/60 
File Segnv z : EPI 



13/5/32 (Item 23 from file: 350) 

DIALOG (R)' le 350: Derwent WPIX 
(c) 2 002 *iotnson Derwent. All rts. reserv. 



014318600 
WPI Acc N: 
XRPX Acc : 

On - i: 

buyer K 
secre'c 
Patent A^:. 
Inventor : 
Number oi 
Patent Fa-., 
Patent No 
WO 200178-, 
AU 200159 



2 0 0 2-1 
: N02-1 

e C OITUTl 

s autho 

i nf oriiia 
rinee : V 
RANK P 
ou atrie 

ly: 

Kino 
3 A2 
0 A 



39302/200218 
05046 

erce transaction method involves verifying whether 
rity to use payment instruction, without revealing 

uion to seller 
ERISIGN INC (VERI-N) 

H; GRAVES M E; PLAMBECK T; WHITEHEAD G R 
s: 093 Number of Patents: 002 



Date Applicat No Kind Date Week 
20011025 WO 2001US12445 A 20010417 200218 
20011030 AU 200159080 A 20010417 200219 



Priority : 

200019c 
Patent De' 
Patent No 
WO 200178 : 
Desici.. 
CH ON 
KE KG ' 
RO RU r 
Desigr. 
IE IT : 
AU 20015S 

Abstract 

has a" 
in fori:*, 
autho^ 
the c-,,. 
buyer 

vy 
folic- 

authc • 

( 

U. 

busii^.i- 

AD 

inf orri 
prevt-; 
authf • 



0 P 20 

lis : 

Kind 

3 A2 

ed Sea 
CU CZ 
KR KZ 
SE SG 

3d Sea 
hS LU 

0 A 



ions (No Type Date) : US 2001818084 A 20010326; US 

000417 



an Pg Main IPC 
E 34 G06F-017/60 
tes (National) : AE 
DE DK DM DZ EE ES 
hC LK LR LS LT LU 
SI SK SL TJ TM TR 
i:es (Regional) : AT 
tic MW MZ NL OA PT 
G06F-017/60 



Filing Notes 

AG AL AM AT AU AZ BA BB BG BR BY BZ CA 

FI GB GD GE GH GM HR HU ID IL IN IS JP 

LV MA MD MG MK IVBST MW MX MZ NO NZ PL PT 

TZ UA UG UZ VN YU ZA ZW 



TT 

BE CH CY DE DK EA ES 
SD SE SL SZ TR TZ UG 
Based on patent WO 



FI FR GB GH GM GR 
ZW 

200178493 



asic) : WO 200178493 A 

SLTY - An authentication service determines whether a buyer 
ess to secret information without revealing the secret 
tion CO a seller , for verifying whether the buyer has 
cy to use the payment instrument. Based on the determination, 
.lenticacion service transmits a response including whether the 
s authorized to use the payment instrument, to seller. 
AILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
ng : 

Prograin product for authenticating to a seller that buyer is 
zed to use payment instrument; 

On - line commerce transaction system 
. - In on - line commerce transaction system (claimed) for 
s transaction over Internet and/or wireless networks. 
antagf: - Prevents the seller . f rom gaining access to secret 
tion associated with the buyer 's payment instrument, hence 
s Che seller from reusing the secret information to 
ze fraudulent transactions. The concentration of the 



authen ication function in the authentication service results in 
signif cant flexibility and economies of scale. If the type of the 
secret information or the corresponding buyer authentication 
procec;re is changed, the bulk of changes -af f ect. only the 
auther/ icatio:: service, thereby permitting new authentication 
techno ogies be easily implemented. 
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NO* ELTY - A transaction authorization number and an information 
regard ng the transaction are received from a merchant desiring to 
receiv-. authorization for a transaction with a user having an account 
with a rredic card user . A secret information shared with a 
transa .lion aiiuhorization number generator utilized by the user is 
retrie ed . ...... 

DE: AILED rJi-::sCRIPTION - The temporary authorization number is 
verif it d by ur. ing the shared secret information and information 
regard .-sg the r, ransaction . 

US.. - For facilitating credit card transactions over 
teleco; .inunica :: ion network . 

AD "ANTAGS - Reduces risk of misuse of user's credit card number 
while ' /oidinc; having to securely contact and authenticate with a 
card-i suer beifore each transaction in an online manner. 

D£ /jRIPTIO.fj OF DRAWING (S) - The figure is an abstract diagram of a 
crediu ■:ar6 nransact ion . 
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Abstraci: \ asic) : . 0 200195207 Al 

WC e:lty - An information having a confidential data portion 
and an e::chanc j data portion, is collected from a user . The 
exchan 3 data nortion is transmitted to a central location and is used 
for up .acing exchange data set which is defined at the central 
locati. II. An rucput data set which is accessible by one or more users, 
is deC' rmined from the exchange data set. 

DE' AILED PESCRIPTION - INDEPENDENT CLAIMS are also included for the 
f ollov; n.g : 

{a Comnier :ial information trading system; 
{b Compur-.i; readable medium having computer executable 
instru -lions 

US - For jommercial application. 

AD .aiTAGS Facilitates receipt and processing of reliable 
cominer. Lai in xrmation which is available to users for business 
purpo5 ^. Pro\ :des faster analysis of information and more accurate 

result. . 

DE CRIPTIc:; OF DRAWING (S) - The figure shows a block diagram of 

infer;:, rion .ding system, 
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\sic) : :R 2001075951 A 

2hrY - method for integrating distributed electronic commerce 

using -in XML (extensible Markup Language) is provided to 
-e discributed electronic commerce systems through the mutual 
^ of Xi: J business documents to express commercial text forms and 
erationii, which electronic commerce system elements use in 
as an ::ml . 

AILED LIlSCRIPTION - XML documents brokers (12 , 13 ) of a purchase 
es site execute a function to transfer the XML documents between 
jtronic commerce application processors. The XML document 
.2) of i purchase site consists of an XML document parsing 
121), a digital signature and encoder (122 ) , and an XML document 
-.ter(i:^0. The XML document broker(13) of a sales site consists 

IL doci lent receiver (131) , a digital signature and 
'decode (132) , an XML document parsing device(133) , and a server 
34) . TK- XML document parsing "device (121) parses the XML 
requefi'ced from a purchase application processor ( 11) and 
an c::)ject source tree with the elements contained in the XML 
:. The :iigital signature and encoder (122) executes a digital 
je for Jie XML document using a user 's secrete key at a 
information DB(21) and encodes the XML document with a public 
I saler site application program. The digital signature and 
'decode :: (132) decodes the XML document using a secrete key of 
.^s sice application program and a transmitter's secrete key. The 
:nient l . ansmitter (123 ) , referring' to the routing information of 

applic rcion processor (14 ) , transmits the XML document to the 
:.ce XML document broker (13) using an HTTP (Hyper Text Transfer 
J. The server pager (134) withdraws the registration information 
ijplicat: on server from an application server DB in order to 
- XML c )cument to the sales application processor ( 14 ) . Then the 
lagerC j4) invokes the application program and hands over the 
.;men t . 
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Abstract asic) : \U 200071974 A 

i: l^hTY - :ne field name value pairs corresponding to the basic 
produ _ . descriptors, are concatenated together to form one string. The 
concav naced ^•:ring is encrypted and encoded to produce a displayable 
virtu barcoc*3. The virtual bar-code is associated with a name, and 
place., into an HTML source code. 

c:' AILED CI?:SCRIPTI0N - INDEPENDENT CLAIMS are also included for the 
folic.- ng : 

(a Compuct^r-readable medium containing programming instructions 
for n": ing a v.^b page cipher; 

i: A syst: jtn for making a web-page containing secure information ; 

, :: Secret, communication method; 
Web-pa je product 
. - For ::-commerce, especially for online shopping and order 
-proc • sing o: web -page products. 

; : Pu^JTAGE The embedding of encoded encrypted string maintains 
confii.. ntiality while sending product information between two 
partie over ::he Internet. Hence the Internet user is assured of the 
priva : of pur rhasing activities. 

i CRI?TIC:j of DRAWING{S) - The figure shows a flowchart of an 
algoi : hm for producing virtual bar-code. 
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Abstract 'asic): 2001068124 A 

I : ELTY - :k method and device for certifying a user is provided to 
appl\ .\ user r ^rcif ication method using a telephone into a financial 
tranjT--! tion e. '^ an Internet banking. 

r , AILED i -:SCRIPTI0N - Contents related to user information as a 
user inhere: *: code, a name, and an address and account information 
incli. : :.g an : :count number and an account secret code and telephone 
info: Lion in :luding a telephone number are inputted from an Internet 
term::. 1(410) . The user is identified by using user information and the 



'user : formaci :n is stored in a database by generating a predetermined 
tranr i cion secret code and the user information is transmitted 
to the celephc :e (420) . A transaction permission code related to the 
tran<?'r. tzted tr ansaction secret code is received through the Internet 
termin 1(430). The user is finally certificated by comparing the 
rece: / d tranraction permission code and with the stored transaction 
perm::? ion coc--(440). If the user is identified as a normal user, the 
conccn- s are : reformed to the user, the inputted account is registered 
as an nternei: banking account capable of performing an Internet 
bank:;, being inked with the inputted telephone number(460). 
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asic) : .:o 200171961 Al 

ELTY - .*.n authentication controller (208) manages the acquired 
fined j \Licy for the account and credentials which define the 
ion lev-1 to access the account. A user management component 
cores i..:e acquired result and organizes the policy and 
ials sc zhat the credentials are reused to authenticate another 
. An au /nentication server (202) uses the user-defined policy to 
.ica te a : count . 

'AILED r ASCRIPTION - An INDEPENDENT CLAIM is also included for 
r aL^thc. .cication method. 

- For 'roviding user authentication during provision of 
G or e:-. :nange of confidential information through Internet, 
online .:anking and shopping, online stock- trading , 
lized ( jTitent website perusal, business -to-business and 
s-consi -.er- e - commerce transactions , etc., using smart 
Cokens, fingerprint scanners, "audio/face recognition systems 

AWTAGE Protects confidential information available on the 

*c and ) ovides effective authentication of the user to 

I: accef ible application and services by acquiring a user 

polic; defining a protection level for accessing the account. 

CRIPTir ■ OF DRAWING (S) - The figure shows the block diagram of 



user chenui: .cion system. 
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I' J r mana: -aient component (207) 
hent icc* -.ion controller (208) 
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Abstract asic) : .:0 200156352 A2 

i ELTY - . communication session is opened between first user 
term. :\ 1 and r^.rade server , on a first communication medium. During 
the : Jiion t:: , user terminal prepares single use payment certificate, 
and : eives, n a second terminal, phone, confidential data and 
tranr . cs il: l.. the medium. Correspondence between the confidential 
data ansinicL :d to the second terminal and that transmitted by the 
firs: -ermina^. is verified, if matched, the payment is validated. 

r .AILED i: -SCRIPTION - A communication session between the user and 
vendr • server is opened, during this session the following takes 



'place : 

1 user t^-rminal transmits user identification data; transmission 
to a c ymenc £: ;rver of users identity data; preparation by the user of 
a sir- e use payment certificate. This includes receipt of the vendors 
name * d atnoui.*: to be paid, and display, in a window on the screen of 
the £: st user terminal, of name of vendors site and payment required; 
tran5: . ssion hy the payment server of confidential data to the 
users second *:erminal via a second communication channel on which each 
addrer. is accributable to a user terminal; transmission by the first 
termin 1 of cho confidential data ; verification by the payment 
servej' of macc::ing between the confidential data received by the first 
termiii 1 on z\\c first communication network with the confidential 
data ransinlL-ied to the second user terminal and; in case of 
macch . g , an cj^eration of payment validation. 

L\: - For electronic payment for goods over a telecommunication 
mediu:;. 

^'2":^MTAC£ ~ Uses a only a single payment means transmitted and 
valic::- ed comir jnicating with two unique addresses. 

I 'A CRIPTIC:: OF DRAWING (S) - The drawing shows various types of lens 
maskri * he drav;lng contains non - English language text) 
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nc work server (13 0) 
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]_.\ :nenc size server (150) 
5 r: ver sic:; a cure (160) 
i:.: ne cern. nal (170) 
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Method f r automatically filling up order sheet using contents ordered by 

user 

Patent Ar.z gnee ; 1*':)REA TELECOM (KOTE-N) 

Inventor: '1(0 S U; KIM J G; KONG G T; LEE J W 
Number o: ' ountrie.s : 001 Number of Patents: 001 

Patent Fcav. ly : 
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Patent Nc Kind Lan. Pg Main IPC Filing Notes 
KR 20010; 3 38 h 1 G06F-017/60 

Abstract (. asic) : KR 2001048938 A 

::0"'ELTy - :\ method for automatically filling up an order sheet 
usinc* onteri'cn ordered by a user is provided to embody an order filling 
up me*i::od and i recording medium capable of being read by a computer 
recorr. : ng a program for implementing the method for a later ordering 
and c" onvenience of related process by using an E-mail address and a 
secrt-L number .nputted at ordering of an internet shopping mall 
user i an internet electronic commercial transaction . 

TP/ AILED d::scripTION - An internet electronic commercial 
tranra:tion server is selected ordering information (name , E-mail 



*addre3. , celeplione, address), delivery information (receiver and address 
of the receiver) and paying information (paying method, for example, 
non-ha .kbook depositing or a credit card) from an initial ordering 
user z rough an internet . Also, the internet electronic 
commer -ial transaction server receives a secret number capable of 
manaci g the user's account (201approximately203 ) and stores the secret 
number in che database. As the ID, an E-mail address is used. In 
detail the user selects a paying method (non- bankbook depositing or a 
cred::: card) . If the user wants to pay. by a non-bankbook depositing, 
the ir.ternet electronic commercial transaction server receives 
bank -nformation to be deposited and a secret number. If the user 
wants "o pay by a credit card, a secret number is inputted after a 
crediu card is approved by receiving credit card information (2 03 ) . 
i:p 1 DwgNo l/lO 
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Process tor secure on - line transactions with calculated risk using 
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inf ornia *: on and the secret keys 
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Abstract (. asic) : WO 200157770 Al 

ICO* SLTY - A trusted payment card host (3) is a secure computer 
servr r holding payment card data registered by a customer (lb) using a 
pair keys corresponding to each payment card number. A merchant 
server (2a) processes encrypted purchase orders from buyers and 
sendr n encrypted response with an assigned order number, when the 
buye: . ichor izes the host to make payment using the secret keys as 
valic I- ion . 

i::- AILED DESCRIPTION - AN INDEPENDENT CLAIM is included for a 
methcd of secure on - line transaction validation, 
r.: - Making secure on - line transactions . 
; D" ;j]TAGS - Alleviating fraud originating from pirated card 

numbc r. . 

LrL.CRIPTION OF DRAWING (S) - The drawing shows the process 

" r-.sted host (3 ) 
C ■]. r,omer (lb) 
; . chRnt server (2a) 
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asic) : US 20010018669 Al 

I::lty - A management center (10) creates a product selection 
cion on the basis of product purchase request from user terminal 
information. A product delivery' inf ormation is produced on the 
L che product purchase request and the user information. 
AILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
ng ; 

Electronic commercial transactions effecting method; 
Electronic commerce commercial transactions management 

MS 

, - For online shopping and other transactions using computer 

k e.g. internet . 

.•\W7AGE - Efficient delivery of products is achieved by 
ning the secrecy of user information reliably. 
JRIPTIOW OF DRAWING (S) - The -figure shows, the electronic 

tj fivstem. 

agement system (10) 
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Abstract . isic) : KR 2001028090 A 

:;: ELTY - The method for proving a paying gateway in an internet 
elect r:nic wallet is provided for an internet commercial transaction 

buyers to identify a paying gateway system easily by inputting 
perscn. 1 secret data of internet 'c6mmercial transaction buyers 

in a : aying gateway system and rendering the paying gateway system to 
trans- z uhe personal secret data and a characteristics picture seal 
infoirr: cion to a transaction purchase system. 

l:^* AILED DESCRIPTION - The internet commercial transaction 
purcha. e system creates personal secret data and registers the 
data . a buyer ID and a secret number (ST31) . If a purchase demand 
is trarsmitced from the internet commercial transaction purchase 
sysceiii, a paying gateway demands the buyer ID and a secret 
number ,ST32) . If the inputted buyer ID is pre-registered, 
pre-re- Lstered personal secret data and picture seal information 
are i nsmi cced co a purchase system(ST33, ST34).. If an electronic 
wall^-: server is executed and credit information is inputted by the 
buye^ , nhe paying gateway requests a paying to a card system (ST35) . If 
a pay^. y resulc is transmitted from the card system, the paying result 
is cra:.5micted to a selling system(ST36) . The selling system decides as 
to Vvl her a commodity delivery is permitted in accordance with the 
payir.'j resu In (ST3 7 ) . 
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Secure v.'t^b server for HTTP internet access to services requiring secure 
transfer of confidential data and user authentication 
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Abstract: asic) : FR 2799077 Al 

: y:El/TV - The secure access control has a strong coupling between 
the a:' server and a firewall, using physical shielding and 
inter'^f' nnection of hardware and software elements so that access to the 
serve/ "an be chrough the firewall only. A secure HTTP tunnel 
tran: ;.. res messages between the external client and the server. 
Mess:-. 3' are formatted in XML, and use strong encryption and 
auchLrv ica-iion algorithms. 

ir : - Access to databases and e - coimnerce transactions 

a:/ AiiTAGn - Enhanced security in web-based database access and e - 
coimr.v '3 transactions . 

L/.. CRIPTION OF DRAWING (S) - The drawing shows a block schematic of 
the s /. "em (r.he drawing contains non- English language text) . 
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Pacili tauing computerized shopping on shopping web site by browsing 
associated merchants on Internet by providing user access to selected 
merchant web site while concealing identity information of user is 
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Abstract ' asic) : WO 200145011 Al 

NJ'SLTY - A choice of links to merchant web sites is transmitted to 
a use \ who may select the link to a merchant web site to which an 
access: is provided. Identity information of the user is concealed 
from ":.e merchant web site. A selection of products from the 
merch z ' s v;eb site is received from the user by placing them into a 
maste,- sshopping cart. An order for the user's purchases is then 
tranr^in . t ted to the selected merchant web site. 

i:?;'AILED DESCRIPTION - An INDEPENDENT CLAIM is included for: 

(,i a system for using a computer to facilitate computerized 
shopu./.g on a shopping website 

(;j a computer device comprising a computer readable medium 

- For facilitating shopping that maintains user privacy while 
allov;: q users to browse associated merchants on the Internet and make 
direct narkecing connections between the user and a merchant. 

;-j AJ^JTAGE - Allows users to browse merchant web sites while being 
able u maintain user privacy. Allows merchants to effectively target 
the vi;^< rs the merchant wants to reach. Simplifies the shopping process 
on thtj Internet and offers the users of the web site that can 'do it 
all' •..Men it comes to shopping on the Internet . Capable to order 
itemE^ ; or any particular date in the future. 

D'l. CRIPTION OF DRAWING (S) - The drawing shows a flow diagram of the 
routin that illustrates interaction that takes place between the user 
and aviliated merchants of the system. 
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Abstract (: asic) : WO 200124081 A2 

::0' ELTY - Portal server connectable to computer network receives 
itetr. i: formacion from vendor and presents it to customer. Also, a 
custom* r purchase order is received from the customer for purchasing an 
item wj ich includes item data and customer data. Network order 
genera' or replaces customer data in customer purchase order with 
netv.'or>. data which is irrelevant to item data and network data. 

AILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
follow ng : 

(a Method for ordering item to vendor; 

'h Internet portal system connectable through Internet; 
c Payment method for electronic commerce opportunities offered by 
vend jt tihrough computer network 

;;Si - For electronic commerce on Internet. 

. .D* AJvJTAGE - Direct communication is not necessary between customers 
and e: dors when customer purchase item through the system. 
Custom- rs need not disclose finance data to vendors. They can 
always deal with trusted party that is portal service provider. 
Cust: mt r need not have any special software to use portal system as 
long a: tihey have access to customer interface terminal which is 
capablt of handling communication with computer network. Can use 
conv -n- ional communication unit to obtain item information. So customer 
who do not have computer network also benefit from portal system. 

dE.' dRiPTIOM OF DRAWING (S) - The figure shows the block diagram of 
comp :ci r network in which computer network portal system is connected. 
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Abstract {:• :i3ic) : WO 200054190 A2 

::0" rJliTY - Electronic message with data identifying the consumer and 
purciia: e request, is sent from customer computer connected to internet 
to a ct ntral computer. The central computer generates and sends 
shippi! g request to preset sellers of goods via seller computer. Based 
on sni} ping request, transportation of specified goods to specified 
loca:i('n is assigned relevant to credit information concealed 
cus t jm» r data . 

-S} - For providing e-commerce through internet utilized in 
sellint various goods. 

.VD' Pv::JTA3E - Economic saving is achieved through the centralized and 
coor iij ati on of the transportation without need for providing personal 
crecL'c information completely. 

O'RIPTION OF DRAWING (S) - The figure shows the schematic 
illust: at: ion of the transaction method. 
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Abstract .:3ic) : JP 2000268097 A 

:'0^ ?LTY - A key generation apparatus generates encryption and 
decc li: keys. A store apparatus encrypts the electronic information 
with L: generated encryption key and delivers the encrypted 
inform. r\on to a customer apparatus by simultaneous broadcast. The 
cusu^^iiu r apparatus chooses a decoding key corresponding to the 
elec* information and decodes the encrypted information. 

..:led description - a key id identifies the pair of encrypted 
and cie oding keys generated. The encryption and decoding are repeated 
with d frerent keys. An INDEPENDENT CLAIM is also included for secured 
alec t.r- l ie transaction program. 

Jj; - In credit card companies for account settlement in internet 
shopf 1 , 

3 .:i7AGE - Encryption is given to payment indication data, so that 
only St : 'element of account person apparatus is known, thus customer 
appa'-a' :s can hide the relevant information corresponding to 
sett . ei. eni: of account, resulting in secured privacy protection to the 

CUStf..!!!' r . 

:'Z;-C::iPTION of drawing (S) - The figure shows the system 
illu ;: .lUinq the electronic transaction procedure. 
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Abstract: C asic) : RU 2150143 CI 

:*0' ELTY - Method involves converting confidential information 
prod jt d by contact of several users from linear array into 
n-di : o: nional matrix, which has altered order of information cells. 
Then. ; -ul^od involves using such n-dimensional matrix for production of 
new ii ft]- array, in which content of information cells is separated by 
spec 3 d.aracters into several pieces, each of which is appended with 
ider. ' ern; of users participated in the contact. Then array is stored 



in 1 .3] --zzive databases. When next contact is established, 
conf ncial information can be received again only when all 
part-c. pants of previous contact call their respective pieces from 
data: a. ^3 . Then method involves processing of joint pieces in order, 
whic:. reverse to order used after their first contact. 

vs: - Computer engineering, in particular, running of electronic 
finar.c n?. transactions . 

;o a:;tagE - increased protection of confidential information 
agair.s* unauthorized access. 7 cl, 1 dwg 
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Abstract C asic) : JP 2000215245 A 

::0' SLTY - An intermediate holder stores minimum details of final 
com!:; <n cation companion's determination information, based on 
eva]':a' '.on function from companion. Minimum details are output to the 
trarrni uuing party which outputs a self information. A selector selects 
a p: • s< z i:inal communication companion, based on the self information 
, ar • ransniits confidential information of the transmitting party 

' E' AILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
foil \-J r:g : 

information distribution method; 
b informacion distribution program 

- For transmitting confidential information such as credit card 
: u final companion such as bank for electronic commercial 
tion application. 

^VjTAGS - Privacy in transaction is maintained reliably. 
rp.IPTION OF DRAWING (S) - The figure shows the block diagram of 
:iuial informacion distribution system. 
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account settlement information before accepting order 
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Abstract: C asic) : JP 2000148858 A 

NO' SLTY - The server (110) outputs goods information based on which 
order emand from client (140) . Purchase order receiver unit (313) of 
server (110) sends request data to accounts settlement server (120) for 
check:' 9 accouncs settlement of the received order. Based on output of 
acccun- settlement server, server (110) accepts and processes the 
ordt r . 

DE AILED DESCRIPTION - An INDEPENDENt CLAIM is also included for 
pure ha e order processing program. 

US - For processing purchase order in internet shopping. 
. .AD .AIITAGE - As exchange of data between order received processing 
apparatus and settlement of account processing apparatus takes place 
wit:hou-_ going through order apparatus, relevant information are kept 
confidential and settlement of account processing is done without 
affecc.ng customer 's operativity. 

DE.CRIPTION OF DRAWING (S) - The figure shows the module components 
of sen*, lemenc of account system . 

S^. ver (110) 

Ac ounts settlement server (120) 

C -nil (14 0) 

Pu. chase order receiver unit (313) 
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Electronic settlement -of -accounts authentication system for online 
shopping by internet, authenticates credit-card nxamber of user and 
outputs to electronic commercial transaction seirvice provider 
appara tu;- 
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Abstracr asic) : JP 2000076336 A 



^ WC . ELTY - The secrecy information such as credit-card number of 
the rec Deceive user is obtained and is output to an authentication 
uniu :-7) of a credit-card settlement-of -accounts system (1-9) via 
public telecommunication network (1-3) , for authentication. The 
auchen: icated result is then output to electronic commercial 
transa, tion service provider apparatus (1-6) . 

DH. aILED description - The goods purchase order data is transmitted 
and revived between user terminal (1-1) and electronic commercial 
transaction service provider apparatus (1-6) via internet (1-5) and 
public zelecommunicacion network (1-3) , respectively. 

\J.ir - For electronic commercial- transaction service system used 
for electronic commercial transactions such as online shopping by 
inceri.e t: . 

."i^TAGE - Prevents leakage of secrecy information and 
mair.ca ns user 's credit-card information and management, hence 
electronic commercial transaction ~is performed simply and safely. 
Troub!.v; generacion such as inaccurate claim of fee by user's wrongful 
acc Cct. be prevented, hence electronic commercial transaction 
servi'M reliability can be raised. 

d::; CRIPTION Or DRAWING (S) - The figure shows explanatory drawing of 
electronic commercial transaction service system. 
Ur>'-, r terminal (1-1) 

P\i. lie celecommunication network (1-3) 
I:r irnec (1-5) 

E:ectronic commercial transaction* service provider apparatus 

(1-6) 

Au' >.entication unit (1-7) 

C -die-card sett lement-of -accounts system (1-9) 
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Goods s-lling method using network - involves verifying signature 
inf oriTia.: I on received from purchase terminal with confidential 
inforina" : -^n by fee -charge apparatus, based on which user is made to 
pay pric^, for goods to selling system 
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ineiihod involves transmitting the purchase information and 
termi:,.*l information to a selling apparatus from a purchase terminal. 
The selling apparatus provides the information of goods to the purchase 
ter"ii:~.-l, based on the reception of purchase information. 

purchase terminal receives the sales information from the 
seliii. apparatus and sends out the purchase terminal identification 
infC'ni.nion co a fee -charge apparatus. The fee charge apparatus 
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^ s Che correctness of signature information received from the 
e terminal with the confidential information . When the 

. ation result is correct, then the user is made to pay the 

'or Che goods co the selling system. 
AI^JTAGE - Enables to carry out sales electronically via network. 

- simple network billing management without any forgery. 
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Abstract: ...asic) : JP 10207962 A 

^ri. - system includes a user terminal {3-1-3-n) which is connected to 
a SCI' r {!) through a communication network . After purchasing a 
set or goods, the user terminal transmits the purchasing information 
to "ht server . A user investigation unit (22a) is provided to 
eva^i:,. e 'che credit status of user using the purchasing information 
or li.* secret information provided individually. 

mL AIITAGE - Enables transmitting and receiving information between 
server and user terminals, reliably. 
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' system operaces by the card holder asking the seller to send 
crm data. He chen enters the purchase data via terminal (1) and 
respective identifiers of the seller , the card manager and the 
-y service company into secret private key (6) . After partial 
as been duplicated by the card holder, common cryptokeys are 
ed. When the seller receives the communication data through 
1 (2) , he enters the identifier into his secret private key to 
e the common cryptokey for use between himself and the card 

card manager then authenticates the card holder and funds will 
sferred if legitimate. The seller transmits a request for 
:y of the goods to the delivery service company, which enters the 
Ider identifier into its secret private key. 

/ADVANTAGE - E.g. for operations or transactions via online 
cacions on che Internet, personal computer communication 
.3 etc, particularly transaction' systems using security or 
ication cards such as credit or debit cards for e.g. settling 
,s. Prevents third parties from impersonating card manager, as 
; seller or delivery company. 
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The mobile station 1 is adapted to facilitate use thereof for 
electronic transactions and for exchange of confidential user 
information between the mobile station and a remote party. For example, 
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a. obtaining user purchaser information; 

b. storing said user purchaser information on said server ; 

c. associating said user purchaser information with a 
confidential authentication password, said password known to the 
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Claims 

English Abstract 

. . .may include a proprietary encryption algorithm that encrypts 
confidential information that is transmitted to the transaction server 

(20) in a request to authorize the transaction between the consumer 
computer (12) and the merchant server (16). The confidential 
information may be located within two or three layers of encryption. The 

transaction server (20) obtains authorization from the processing 
network (926). The authorization is provided to the merchant... 

Detailed Description 

number of merchant web sites that allow 
consumers to purchase goods and services through the Internet . To 
complete a transaction to purchase goods and/or services the consumer 
-0005 (POOIPCT) 2 

must typically provide confidential debit or credit information that 
allows the merchant to receive payment from a financial institution 
such as a bank, or credit card institution... 

...The host computer can then send a request to a bank server and a 
merchant server to complete a commercial transaction . In this 
system the merchaint server receives the confidential information . 
The 

merchant server thus provides another point of entry for illegal access 
to the information. 

-0005 (POOIPCT. . . 

...and security methods of the prior art are still susceptible to 

illegal access of the consumer *s confidential information . It would 
be 

desirable to provide a system and method that enhanced the security of a 
consumer transaction through a network . 

BRIEF SUMMARY OF THE INVENTION 

One embodiment of the present invention includes a consumer 
computer . . . 

. . .may 

include a proprietary encryption algorithm that encrypts confidential 
information that is transmitted to the transaction server in a 
request to 

authorize the transaction between the consumer computer and the merchant 



server. The confidential information may be located within two or 



three 

layers of encryption. The transaction server obtains authorization 
from the 

processing network. The authorization is provided to the merchant server 
and consumer computer so that the consvinier transaction can be 
completed. 

The confidential information is then purged from the transaction 
server . 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is an illustration of an embodiment of a... 

...checkout" and complete the sale. 

The merchant server instructs the consumer computer to upload a 

transaction process from a transaction server . The transaction 
process may include a proprietary encryption algorithm. 

The cons\imer may enter confidential credit/debit information by 

either swiping a credit card or automated teller machine (ATM) card 
through a magnetic. . . 

...is also entered through a pin pad when an ATM card is used by the 
consumer . The confidential information is encrypted by 
the proprietary encryption algorithm and then encrypted again when 
transmitted to the transaction server with a secure socket layer 
(SSL) 

protocol. If an ATM card is used the PIN... 
...have three layers of encryption, pin pad encryption, proprietary 
algorithm encryption and SSL encryption. 

The cons\amer computer transmits the encrypted confidential 

information in an authorization request provided to the transaction 
server . 

The transaction server decrypts the data and transmits an 
authorization 

request to a processing network. The processing network. . . 
. . .the 

merchant server and the consumer computer so that the transaction can be 
completed. Th'e merchaint server does not receive the confidential 
-0005 (POOIPCT) 5 

information from either the consumer computer or the merchant 
server. 

The confidential information is purged from the transaction server 



The three layers of encryption decreases the likelihood of a 
successful illegal access of the confidential information. Additionally, 
security is enhanced because the confidential information is not 
provided to the merchant server and not retained by the transaction 
server . Uploading 

the transaction process and the proprietary encryption algorithm 
further 

reduces the likelihood of a third party illegally accessing the 
confidential information . The proprietary algorithm is only resident 
on the transaction 

server . A network firewall, may be placed between the transaction 
server 

and the network to prevent illegal access to the server. 

Referring to the drawings more particularly by ref erence . . . the SSL 
algorithm. The 

message may be a simple id number which instructs the merchant server 
16 



that the transaction request has been granted or denied. The 
confidential information of the consximer is never sent to the 
merchant server 16 as part of the process. The confidential... 

Claim 

server through said 
network, said consumer computer provides an authorization request to 
complete a consumer transaction with said merchant server , the 
authorization request contains confidential consumer information ; 
a transaction server that is coupled to said network and receives the 
authorization request from said consumer computer, the confidential 

consumer information being purged from said transaction server 
when the 

consumer transaction is completed, said transaction server provides 
an 

authorization message to said merchant server and said consumer computer 
for said consumer. . . 

...a confidential encryption algorithm. 
-0005 (POOIPCT) 13 

4 The system of claim 3, wherein said transaction server also 
provides a key encrypt key. 

5 The system of claim 4, wherein the confidential consumer 
information is encrypted with the confidential encryption algorithm, 

and 

twice encrypted with the key encrypt key in accordance with a secure... 

. . . server through said 

network, said consumer computer provides an authorizaton request to 
complete a consumer transaction with said merchant server , the 
authorization request contains confidential consumer information ; 
a transaction server that is coupled to said network and provides a 

transaction process to said consumer computer, said transaction 
server 

provides an authorization message to said merchant server and said 
consumer computer for said consumer... 

...transaction process 

includes a confidential encryption algorithm. 

15 The system of claim 14, wherein said transaction server also 
provides a key encrypt key. 

16 The system of claim 15, wherein the confidential consumer 
information is encrypted with the confidential encryption algorithm, 

and 

twice encrypted with the key encrypt key in accordance with a secure... 

...server through said 

network, said consumer computer provides an authorization request to 
complete a consumer transaction with said merchant server , the 
-0005 (POOIPCT) 16 

authorization request contains confidential consximer information , 

said 

constimer computer having a key encrypt key and a confidential 
encryption 

algorithm, said consumer computer can ... transaction through the consumer 
computer; 

transmitting an authorization request from the consumer computer to 

a transaction server, wherein the authorization request includes 

confidential 

consumer information ; 

transmitting an authorization request from the transaction server to a 
processing network; 

transmitting an authorization grant from the processing network to 
the transaction server ; 



transmitting an authorization message from the transaction server to 
the merchant server and the consumer computer; 
completing the consiomer transaction; and, 

purging the confidential consumer information from the transaction 

server . 

-0005 (POOIPCT) 18 

3 1. The method of claim 30, further comprising transmitting a 

transaction process from the transaction server to the consumer 
computer . 

32 The method of claim 30, wherein a key encrypt key is 
transmitted to the consumer computer from the transaction server 

33 The method of claim 32, further comprising encrypting 
confidential consumer information within the consumer computer 

with a 

proprietary encryption algorithm transmitted from the transaction 
server . 

34 The method of claim 33, further comprising creating a personal 
identification number block that... 

..consumer computer; 
-0005 (POOIPCT) 19 

transmitting an authorization request from the consumer computer to 
a transaction server , wherein the authorization request includes 
confidential 

consumer information ; 
transmitting an authorization request from the transaction server to 
a 

processing network ; 

transmitting an authorization grant from the processing network to 
the transaction server ; 

transmitting an authorization message from the transaction server to 
the merchant server and the consumer. . . 

..3 7, wherein a key encrypt key is 

transmitted to the consumer computer from the transaction server . 
3 9. The method of claim 3 8, further comprising encrypting 

confidential consumer information within the consumer computer 
with a 

proprietary encryption algorithm transmitted from the transaction 
server . 

40 The method of claim 39, further comprising creating a personal 
identification number block that... 

..is encrypted within a pin pad. 
-0005 (POOIPCT) 20 

43 A transaction process for encrypting confidential consumer 
information that is to be transmitted into a network to perform a 

consumer 
transaction , comprising: 

encrypting a key encrypt key, a master key and a personal 

identification number into. . . 
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Claim 

25, wherein at least one of the parties adds a preselected expiration 
time to said electronic ticket in order to validate said electronic 
ticket, said other of the parties permitting said communication of 
confidential information therebetween only if said expiration time has 
not passed. 
22 

. A method according to claim 25, wherein at least two of the parties 
add respective preselected expiration times to said electronic ticket 
in order to validate said electronic ticket, said other of the 
parties permitting said communication of confidential information 
therebetween only if the earliest of said expiration times has not 
passed. 

28 A method... of adding a preselected expiration time from at least one 
of the parties to said electronic ticket in order to validate said 
electronic ticket, and preventing said other of the parties from 
permitting said cominunication of confidential information if said 
expiration time has passed. 

55 A computer-readable medium according to claim 53... 

...a preselected expiration time from each of at least two of the parties 
to said electronic ticket in order to validate said electronic 
ticket, and preventing said other of the parties from permitting said 
communication of confidential information therebetween if the 
earliest of said expiration times has passed. 

56 A computer-readable medium. . . 

. . . for adding a preselected expiration time from at least one of the 
parties to said electronic ticket in order to validate said 
electronic ticket, and preventing said other of the parties from 
permitting said communication of confidential information if said 
expiration time has passed. 

60 An apparatus according to claim 58, further comprising... 

...a preselected expiration time from each of at least two of the parties 
to said electronic ticket in order to validate said electronic 
ticket, and preventing said other of the parties from permitting said 



communication of confidential information therebetween if the 
earliest of 

said expiration times has passed, i 
61 An apparatus according. . . 

.to add a preselected expiration time from at least one of the parties to 
said electronic ticket in order to validate said electronic ticket, 
and to prevent said other of the parties from permitting said 
communication of confidential information if said expiration time has 
passed. 

70 An apparatus according to claim 68, wherein said. . . 

.a preselected expiration time from each of at least two of the parties 
to said electronic ticket in order to validate said electronic 
ticket, and to prevent said other of the parties from permitting said 
communication of confidential information therebetween if the 
earliest of said expiration times has passed. 

71 An apparatus according to... 
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Detailed Description 

provider supplies the necessary data, it is maintained in a 
completely secure fashion by the server . Consequently, during future 

transactions , the data is accessed by the server system locally without 
having to be transmitted over the Internet again from the client 
system. 

In this way, confidential information such as the identity of the 
person 



within the health care provider organization making the. 
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Claim 

. . . executed. 

68 A computer-iinplemented method of managing market information, 
comprising the steps of electronically receiving data including 
confidential information regarding market 
participants ; 

electronically receiving an order and targeting parameters from a 
first market 
participant; 

identifying a second market participant that is... on a market. 

99 A method of managing market infonnation, comprising the steps 
of electronically receiving data including confidential infonnation 
regarding market 
participants ; 

electronically storing said received data regarding market participants; 

electronically receiving an order -related query from a first market 
participant; based on said received data regarding market participants... 
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provide confidential financial information or addresses over the 
Internet or other public or quasi-public network when making purchases 
, conducting e-cornmerce or other transactions, or exchanging 
confidential or other information . Similarly, confidential , 
sensitive, financial or other information concerning merchants or 
other entities that have "registered" (for example bank accounts, 
merchant credit card numbers, etc... 
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... to the recipient who only sees the client's name and e-mail address. 
All transactions are conducted through secure servers , which are 
protected behind state-of-the-art firewalls. However,, no system exists 
whereby the client controls the transaction and credit information is 
not revealed in any form, not even to the transaction facilitator. 

Related to confidentiality and client identity. . . 
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... in hardware and/or firinware. 

The buyer registration stage 202 preferably occurs before the actual 
online commerce transaction . In this stage 202, the secret 
information is established between the buyer I 10 and the 
authentication service 130. The information is secret in the sense that 



Claim 

authentication service further performs the step ofapplying profile 
inf ori-nation about the buyer to the online commerce trcinsaction . 

3 ne method of claim 1 further comprising: 

responsive to a determination that the buyer has access to the secret 



information , the authentication service at least partially processing 
the payment instrument. 

4 The method of claim. . . 

...by the authentication service. 

7 The method of claim I further comprising: 

prior to the online commerce transaction , the authentication service 
performing the steps ofreceiving confirmation information which enables 
the authentication service to 

determine whether the buyer has access to the secret information ; 

and 

storing the confirmation information; 

wherein the step of determining whether the buyer has access... 
...the processor, the software executing the steps of 

in real-time as part of the online commerce transaction : 
receiving a request to verify that the buyer is authorized to use the 
payment 
instruments- 
determining whether the buyer has access to secret information 
without 

revealing the secret information to the seller , wherein access to 
the 

secret information verifies authority to use the payment instrument; 
and 

responsive to the determination of whether the... to the secret 
information; and 

determining on the basis of the challenge response whether the buyer 
has access to the secret information . 

29 The software program product of claim 28 wherein the challenge request 

further 

comprises : 

a description of the online commerce transaction for which the 

payment instrument is 

to be used; and 

a request for the buyer... 

...service communicatively coupled to the seller, for performing, in 
real-time as part of the online commerce transaction , the steps 
ofreceiving a request to verify that the buyer is authorized to use the 
payment 
instrument ; 

determining whether the buyer has access to secret information 

without 

revealing the secret information to the seller , wherein access to 
the 

secret information verifies authority to use the payment instrument; 
and 

responsive to the determination of whether the... 
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applications or services provided to users via the Internet 
necessitates the access or exchange of confidential user information 
. Examples of such applications or 

services include business-to-business and business-consumer- e - commerce 

transactions , online applications such as banking, stock- trading , 
shopping, personalized content web sites, and so forth. To avoid 
providing confidential information to the wrong user , the user 
(or communication protocol-enabled 0 client such as a web browser) must 
be authenticated before... 
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. . , means of 

transacting purchases of goods and services without requiring disclosure 
of a purchaser's conf iden'tial personal financial information to 
merchants . 

BACKGROUND OF THE INVENTION 

Retail transactions are increasingly conducted electronically over 
the 

Internet . Such transactions generally require direct payment by the 
consumer to the merchant using a credit card or... 
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applications or services provided to users via the Internet 
necessitates the access or exchange of confidential user information 



. Examples of such applications or 

services include business-to-business and business-consumer- e - commerce 

transactions , online applications such as banking, stock- trading , 
shopping, personalized content web sites, and so forth. To avoid 
providing confidential information to the wrong user , the user 
(or Communication protocol-enabled I 0 client such as a web browser) must 
be authenticated. . . 
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... to locate possible other purchases, market basket software for 

enabling the customer to accumulate several purchases during a single 
web site visit, a secure format for allowing the customer to 
confidentially disclose credit information , a method for debiting the 
customer 's credit account, and a method for delivering the selected 
products to the customer, advising... 
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... another object of some aspects of the present invention to enable 
consumers to participate in electronic transactions over an insecure 
channel without exposing confidential information to the merchant 
and to preserve anonymity. 

It is still another object of some aspects of the present... 
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has not been altered 
Non-repudiation . 

* the signer cannot deny the signing of the message 
Confidential i ty . 

relevant information is kept secret , only the receiver is able to 

decode the encrypted 

message in the original plain text 

Interoperability with other eCommerce Operating Models 
Participation in a world-wide certification hierarchy 
Cross certification with other certification authorities... 
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... automatically caching web content, providing proxy services, managing 
load balancing such as spreading tasks among servers and rerouting data 
around problems. The capability to reroute data around problems 
includes identifying and automatically bypassing an unavailable network 
object. 1 0 Additional ... the host. More elaborate secunity measures are 
necessary where access may be had to higlily confidential data . 



Some data communication networks involve a variety of different 



customers each of whom makes available a host and one. 
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requests for information from the switches 12166-1210, processes the 
requests, and returns the requested information back to the requesting 
switch 12061210. The switches 1206-1210 use information ftom the DAPs . . . 

...Data Management 1300 encompasses the collection of usage data and events 
for the purpose of network performance and traffic analysis. This data 

may also be an input to Billing (Rating and Discounting) processes at 
the Service Management... 
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duplication reduction, distribution facility rationalization, reduced 
inventories, and manufacturing capacity utilization. 

With regards to the Order Management component for this illustrative 
embodiment, benefits for the service provider may include the following 
...continuum from CORE to NGN or New CORE. Having identified the 
appropriate positioning of the network , select an architectural 
scenario that best serves business and technical objectives of the 
engagement . . 

Market . . . 
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Claim 

scc@ 

0 Allows ordering a product in the store through the SCC before 
completing the transaction online , whereby the customer can 
talk with a service representative, 

0 Allows the customer to hear confidential information privately, 
and 

0 Allows the customer to use voice commands into an automatic 
voice recognition system. 

6 Wireless network connection 
Is. . . 
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Detailed Description 

which receives 10 a purchase order from a customer with customer data, 
replaces the customer purchase order with a network purchase 
order , and forwards the network purchase order to a relevant 
vendor through a computer network . The network purchase order 
hides the customer data , and replaces it with network data which is 
irrelevant to the customer data. 

1 5... is irrelevant to the customer finance data included in the customer 
purchase order. Thus, the customer finance data is hidden from the 
15 network purchase order . The identification of the customer is 
also not included in the network purchase order . Accordingly, the 
customer data is not revealed to the vendor. The network finance 
data may be provided by the portal service provider. . . 



Claim 

. . . order including item data specifying the item and customer identity 
data; 1 5 replacing the customer identity data with network data 
which conceals the 

customer identity data ; 
generating a network purchase order including the item data and the 
network 
data; and 

forwarding the network purchase order to the vendor through the 

computer 

20 network. 

47 
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... all electronically over the Internet. 

In some conventional eCommerce systems, the server operator requests the 
user to provide conf identiial personal and/or corporate information , 
such as a name, address, telephone number, or account data, in order to 
proceed with the on - line transaction . The user transmits the 
confidential information to the server operator over the Internet. The 
server operator may then use the confidential information to complete the 
transaction . 



In other conventional eCommerce systems, a growing number of 
transactions are performed across intranets and internets (including the 
Internet . . . 
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Detailed Description 

would be able to provide accurate and 
detailed information that the vendors value, while 
maintaining confidentiality of additional client 
information . 

A transaction service provider, especially, although 
not necessarily, in conjunction with an electronic 

transaction device, allows a client to interact with 
service institutions and vendors conveniently, securely, 
and, if . . . 

Claim 

client information; 
3 ) designate as non-confidential a predetermined 
second portion of the database of client 

information non- confidential ; 
4) provide the client with access to the first and 
second portions of the database of client 
information via the network port. 

2 The transaction service provider of claim 1, 
2 wherein: 

a) the storage medium is further configured to. . . 
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the e-commerce systems in use today. Many consumers still do not trust 
that a transaction may be consummated online without disclosing the 
constmer *s confidential financial and credit infojrmation to other 
inappropriate parties . 

Generally, e-commerce web sites tend to be modeled after predecessor 
non-electronic marketing and. . . 
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the proxy, but not to the second party. If transmitted to the first 
party, the electronic address is a transacting address which does 
not reveal the private or personal information of the first party , 
as discussed above with respect to a transacting identity. 
Provision may be made, with or. . . 
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... to some extent. There are at least two types of theft which can occur 
with Internet transactions : First, communications containincy 
confidential information can be intercepted by parties other than 



the intended recipient; Second, what appears to be a legitimate business, 
may actually. . . 
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website . 

As can be appreciated by those skilled in the art, however, the fact that 

confidential personal, payment, and shipping data pertaining to the 
consumers are kept at the vendor poses a security risk. The security 
risk is increased if the consumer purchases from multiple Internet 
vendors and may have his or her confidential data kept at multiple 
websites throughout the... 
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... or weaknesses that can impact those risks, and recommending mechanisms 
to control the vulnerabilities. 

Specific confidentiality , integrity and availability requirements for 
the new system and the I 0 development environment are... 
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. . . or the like. This is accomplished by indicia coding the components of 
the system in order to convey the manner in which the components of the 
system are to be tested. . . 
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... to each company from which it wishes to purchase a service or product. 
Thus, a user 's confidential credit card information is widely 
disseminated for those users that make many electronic transactions 
and purchases . Thus, there is a clear 1 0 need for the ability for a 
user to. . . 
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... personalization server. The meta-bookmark thus allows the 

personalization software to either (a) complete the transaction on that 

server , or (b) send back the appropriate information to the client so 
the transaction can be completed on the client while keeping most 
confidential and other data on the personalization server. The 
personalization software is thus able to perform a plurality of... 
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The SecuIBAS software solution from SecuGen is a fingerprint recognition 
system that helps secure Internet -based transactions . Using SecuIBAS, 
users can log into a Web-based network to access confidential 
information , and verify their identity for private transactions, without 
having to remember passwords Users take advantage of any one of SecuGen 's 
EyeD biometric ID peripherals. The SecuIBAS server then carries out the 
tasks necessary for fingerprint registration, matching, verification, and 
protection. The SecuIBAS package includes the SecuIBAS server software, Web 
server software, and client software for end-users. The system is easy to 
use and also easy to install. It is customizable and can be used in either 
business-to-business (B2B) or business-to-consumer environments. The 
scalable system can work with any size organization, and it can function 
with a wide variety of Web server platforms. Administrators retain control 
by setting SecuIBAS * s policies, and assigning user groups. 

DESCRIPTORS: Internet Security; Computer Security; Biometrics; Web Servers 
; System Monitoring; Password Protection; Load Balancing; Webmasters 
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Netscape 

PROGRAM LANGUAGES: Not Available 
TYPE OF PRODUCT: Micro; Workstation 
POTENTIAL USERS: Cross Industry 
PRICE: Available upon request 

OTHER REQUIREMENTS: 128MB RAM; NT+; 550MHz+ CPU; 500MB disk space; SQL 

Server or Oracle 8i+ 
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Aiming to enter the online government transaction market, the U.S. 



Postal Service (USPS) has built NetPost . Certified (NPC) , a reliable and 
secure public key infrastructure (PKI) platform. In building NPC, the USPS 
has tapped products and services from Cylink, ValiCert, WareOnEarth, 
Information Security Corporation, and CygnaCom Solutions. The agency has 
imposed protocol baselines, integrating technologies ranging from PKI 
software to secure- transport applications to smart cards. For example, 
Cylink 's NetAuthority server software handles X.509 certificates. ValiCert 
handles status control tasks and provides record storage and archiving 
functions. CygnaCom Solutions, a subsidiary of Entrust Technologies, 
provides date- and time-stamping. For encrypted IP-to- IP transfers, 
WareOnEarth * s Hypership is employed. Finally, Information Security's 
Secret Agent 5.0 provides additional encryption. NPC client software 
is Windows-based and, currently, targets Outlook Web sites. It also taps 
the peer-to-peer model, which means that the USPS does not handle 
transaction content. In developing NPC, the USPS used its branches to 
provide in-person validation of electronic credentials. 

COMPANY NAME: Cylink Corp (601748); WareOnEarth Communications Inc 

(706493); Information Security Corp (349437) 
SPECIAL FEATURE: Charts 

DESCRIPTORS: Encryption; File Security; File Transfer; Government; OLTP; 

Smart Cards 
REVISION DATE: 20010930 



8/5/3 

DIALOG (R) File 256 : Sof tBase : Reviews, Companies&Prods . 
(c)2002 Info. Sources Inc. All rts. reserv. 

00128819 DOCUMENT TYPE: Review 

PRODUCT NAMES: PKI (838896); Health Care Management (830420) 

TITLE: PKI — How and Why It Works 

AUTHOR: Ether idge. Young 

SOURCE: Health Management Technology, v22 nl p20(2) Jan 2001 
ISSN: 0745-1075 

HOMEPAGE : http : //www . healthmgttech . com 

RECORD TYPE: Review 

REVIEW TYPE: Product Analysis 

GRADE: Product Analysis, No Rating 

Health care organizations will soon be required to implement strong data 
security measures in order to comply with the Health Insurance Portability 
and Accountability Act (HIPAA) . Biometrics is one alternative for user 
authentication, but it is insufficient for attaching nonrefutable 
signatures to electronic trcinsaction and sensitive e-mails. PKI (Public 
Key Infrastructure) is a system that validates a person's online identity 
with a digital certificate. In the health care field, these certificate can 
be issued to health care professional through a certificate authority (CA) , 
which establishes who should have a certificate, how long the certificate 
will remain active, and the access privileges that the holder is authorized 
to have. PKI can secure patient information that is stored on Web servers 
or Internet-connected databases because it lets organization control 
access, maintain data integrity and confidentiality , authenticate 
users , and ensure nonrepudiaton . 
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eXcelon's ObjectStore 6.0 and Microsoft Windows NT 4.0, Internet 
Information Server (IIS), FrontPage, and SQL Server 7.0 are highlighted in 
a discussion of the ways in which e-commerce benefits car dealers, many of 
whom now use the Internet to increase business. According to one research 
firm, 7,000 of the current 22,600 franchised auto dealers in the U.S. will 
go out of business in the next 20 years. Among Web site operators are JM 
Lexus, which provides a particularized online catalog of inventory and 
other features. The company also advertises extensively on local, regional, 
and national Web sites, and has links to nine or more auto portal sites, 
including AutoTrader.com, CarsDirect.com, and CarOrder.com. JM Lexus, which 
hosts its own site, uses Compaq servers, FrontPage, and IIS and has three 
IS support staff. The Web site has generated about 15 percent of monthly 
sales, and sales by customers who live outside JM's geographical marketing 
area have increased between 10 and 20 percent. Over two million new car 
buyers used the Internet for some car shopping activity in 1998. That 
number should reach eight million by 2003, but only 500,000 of those 
purchases are handled totally online . Some dealers allow buyers to 
complete part of the sale online, but most online shopping for cars is 
completed at a local dealership. The National Automobile Dealers 
Association has also decided to set up its own portal and will reveal 
invoice pricing on cars listed at its site. NADA previously kept that 
information had been kept confidential from customers , but the 
information is already available on auto-centered Internet portals. 
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E-shoppers can realize significant savings on gift purchases made online 
by utilizing free gift certificates, shipping deals, and wrapping services 
offered by e-tailers. According to eMarketer, in 1999 one in three online 



buyers was a first-time e-commerce user, spending an average of $219 
online. Shippers such as FedEx, UPS, and the U.S. Postal Service profit 
most from increased e-commerce, almost doubling the per-gift cost. Free 
gift certificates reduce overall costs. In December 1999, eToys.com offered 
purchasers of more than $75 a $10 certificate from baby-Gap.com. Many 
retailers require sizable purchases to qualify for these offers so shopping 
bots, or shopping- specific search engines, serve as an excellent source. 
Online shoppers need to beware of the double-shipping whammy over wrapping, 
in which they pay shipping charges to themselves in order to wrap the gift 
and then pay more in shipping the gift to the recipient. But wrapping is a 
moneymaker for online merchants and all too often, sites hide 
information about gift wrap until the last screen. Cooking.com offered not 
only a gift certificate for free shipping with orders over $35, it offered 
a discount on wrapping, with each package after the first costing only $1 
each. Yet this site was the source of the most annoying experience, 
representing the downside of online shopping. Site bugginess, in addition 
to high prices for shipping and wrapping services, shipping damages, and 
mishandled orders , remain issues facing online shoppers. 
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Highly secure extranets employ technologies and strategic processes that 
fill in the gaps in the extranet configuration itself. For instance, a 
digital certificate, which can be called a 'passport to the extranet, ' is 
installed in the browser or on a smart card, where it authenticates the 
certificate holder. The digital certificate extends extranet access and 
authority to users based on their positions and their need to know; the 
certificate also maintains and ensures confidentiality and integrity of 
the data that is sent, received, and retrieved by users . Such secure 
systems are also more easily and effectively managed than those that simply 
use personal information numbers (PINs) and passwords. Secure extranets 
allow users to log on once to access authorized information, since the 
certificate and its foundational policies determine who logs on to what. 
The configuration can be changed by managers. Network managers always know 
who is conducting business and what they are doing because digital 
certificates track users* activity through a digital audit trail. Public 
key infrastructure (PKI), which is based on public key cryptography, also 
secures transactions over the Internet by using public and private 
components. Messages transported are encrypted with a public key and are 
then read by the receiver with a private key. Other superior security 
methods for extranets described are trusted parties (certification 
authorities) and registration authorities. 
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A discussion of business-to-business (B2B) e-commerce sites concludes that 
sites have to build trust among users if they are to succeed in the long 
run. For instance, BMG Entertainment, a global music and entertainment 
division of Bertelsmann AG, found that implementation of a Web site was 
stymied when labels and distribution partners expressed concerns about 
confidentiality and use of infonaation from the site. BMG smoothed the 
waters by asking a cross section of site users what the company could do to 
enhance trust among possible e-partners. They answered that users should 
have to sign legally binding agreements that prevent them from using 
information from the portal illegally. Possible participants in vertical 
industry Internet marketplaces and extranet are doing likewise or are 
starting to require guarantees that information will not be misused either 
deliberately or inadvertently. B2B site developers are therefore delivering 
features that require users to sign legal agreements and are giving sellers 
more control over who they trade with. They are also authenticating 
online buyers and conducting audits to show neutrality in dealings with 
multiple partners. According to a director of the media practice at 
e-business integrator Context Integration, 'A portal is only as- good as the 
people who use it, and everybody has to be extremely comfortable that they 
retain their privacy. * 
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Escrow Encryption Standard, RSA Data Security's RSAREF, the SecureHash 
Standard and Digital Signature Standard, and MIT's Kerberos are highlighted 



in a discussion of tools that protect data traveling over networks by using 
cryptography. Cryptography can be used in many business operations 
throughout the enterprise, including secure data storage, user 
authentication, electronic signatures, and secure data communication. 
Cryptosystems are either secret -key or public-key systems. The former 
uses one key to encrypt /decrypt plain text to/from the cyphertext in that 
order ; in electronic systems, protocols perform these tasks. Escrow 
Encryption Standard is an example of a secret-key system. Public key 
systems, including RSAREF, are asymmetric systems that use two keys, a 
public and a private one. Public-key-encrypted plain text can only be 
decrypted using the private key from the same pair. RSAREF* s application 
programming interfaces (APIs) are freely available for noncommercial use 
and are also used in a few commercial products. The Public Key Partners 
consortium holds the patents and exclusive licensing rights to all 
public-key cryptosystems, acting on behalf of MIT, Stanford University, RSA 
Data Security, and others. Advantages of Public key cryptosystems include 
workability with less complex protocols and support for electronic 
signatures and data integrity checks. 

COMPANY NAME: Vendor Independent (999999); MIT Software Distribution 

(546186); RSA Security Inc (398047) 
DESCRIPTORS: Communications Standards; Computer Security; Data 

Communications; Encryption; File Security; Network Administration; 

Network Software; Standards; UNIX 
REVISION DATE: 20020630 



Set Items Description 

51 4 97 9 AU=( BROWN M? OR BROWN, M? OR DUTTA R? OR DUTTA, R?) 

52 1952887 ONLINE OR ON {) LINE OR INTERNET OR INTRANET OR EXTRANET OR 

WEB? OR HOMEPAGE OR HOME () PAGE OR NETWORK? OR PORTAL? OR WWW 
OR CYBER OR LAN OR WAN OR SERVER? OR ELECTRONIC? OR E { ) COMMER 
CE OR ECOMMERCE 

53 45201 S2 (3N) (TRANSACT? OR ORDER? OR TRADING OR TRADE? OR PURCHAS 

OR BUYING OR SELLING) 

54 3100780 INFORMATION OR DATA OR INFO 

55 8301 S4 (5N) (CONFIDENTIAL? OR SECRET? OR SECRECY OR CONCEAL? OR 

HIDDEN OR HIDE? ? OR HID OR "NOT" () (REVEAL? OR DISCLOS?) ) 

56 214 6215 PROFILE? OR IDENTIF? OR CODE? ? OR ID OR NUMBER? 

57 882 S5(10N) (AGENT? OR TRADER? OR USER? OR BUYER? OR SELLER? OR 

PARTIES OR PARTY OR PARTICIPANT? OR BIDDER? OR PARTNER? OR CO 
NSUMER? OR CUSTOMER? OR CLIENT? OR MERCHANT? OR DEALER? OR RE 
TAILER?) 

58 33 S3 AND S7 

59 23 S8 NOT PY>2000 

510 20 S9 NOT PD=20000327:20021102 

511 19 RD (unique items) 
?show files 

File 2:INSPEC 1969-2002/Nov Wl 

(c) 2002 Institution of Electrical Engineers 
File 35: Dissertation Abs Online 1861-2002/Oct 

(c) 2002 ProQuest Inf o&Learning 
File 65: Inside Conferences 1993-2002/Nov Wl 

(c) 2002 BLDSC all rts. reserv. 
File 99:Wilson Appl . Sci & Tech Abs 1983-2002/Sep 

(c) 2002 The HW Wilson Co. 
File 233: Internet & Personal Comp. Abs. 1981-2002/Oct 

(c) 2002 Info. Today Inc. 
File 474:New York Times Abs 1969-2002/Nov 05 

(c) 2002 The New York Times 
File 475:Wall Street Journal Abs 1973-2002/Nov 04 

(c) 2002 The New York Times 
File 583:Gale Group Globalbase (TM) 1 98 6-2002/Nov 06 

(c) 2002 The Gale Group 



11/5/1 (Item 1 from file; 2) 

DIALOG (R) File 2 : INSPEC 

(c) 2002 Institution of Electrical Engineers. All rts. reserv. 
6362265 

Title: Is your Web site a hacker's delight? 

Author(s): Gips, M.A. 

Journal: Security Management vol.4 3, no. 8 p. 64-9 
Publisher: ASIS, 

Publication Date: Aug. 1999 Country of Publication: USA 

CODEN: SECME6 ISSN: 0145-9406 

SICI : 014 5-94 06 (199908 ) 4 3 : 8L. 64 : YSHD; 1-4 

Material Identity Number: K675-1999-008 

Language: English Document Type: Journal Paper (JP) 
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TUDstract: Whether the company hosts it own Web site or has it handled by 
a service provider, in-house personnel should make sure that security is 
part of the page. A company's Web defenses should be structured with 
several concerns in mind. One main concern is preventing postings that 
might cause embarrassment, or that might alter information on which the 
public relies, such as prices. Another concern is the ability to protect 
confidential information - e - commerce transactions , customer 

data , and company secrets -that are in transit, stored on the Web 
server, or on a database that might be connected to the Web server. A third 
concern is to keep the site up and running by preventing the server from 
being overloaded or otherwise shut off from users. To address the potential 
risks inherent in most Web sites, the following components are important: 
forensic devices, firewalls, intrusion detection systems, system 
vulnerability scanners, and Internet scanners, all of which are discussed 
by the author. In addition to protecting the site as a whole from hacker 
attacks, site administrators must keep authorized surfers out of restricted 
areas. Administrators may also need to address concerns related to 
e-commerce, such as verifying the user's identity and securing data in 
transit, for which several tools are available such as address 
verification, encryption and authentication. (0 Refs) 
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Abstract: Web server log files are riddled with information about the 
users who visit them. Obviously, a server can record the content each 
visitor accesses. In addition, however, the server can record the user's IP 
address and thus often the user's Internet domain name, workplace, and/or 



approximate location, the type of computing platform she is using, the Web 
page that referred her to this site and, with some effort, the server that 
she visits next. The user profiling made possible by monitoring 
capabilities is viewed as a useful tool by many businesses and consumers; 
it makes it possible for a Web server to personalize its content for its 
users, and for businesses to monitor employee activities. However, the 
negative ramifications for user privacy are considerable. While a lack of 
privacy has, in principle, always characterized Internet communication, 
never before has a type of Internet communication been logged so 
universally and revealed so much about the personal tastes of its users. 
This article presents a system called Crowds that enables the retrieval of 
information over the Web without revealing so much potentially private 
information to several parties. The goal of Crowds is to make browsing 
anonymous, so that information about either the user or what information 

he or she retrieves is hidden from Web servers and other parties . (9 

Refs) 
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Abstract: Encryption is hitting the mainstream as government legislation, 
expected next year, sets up a next-generation model for e-commerce. As the 
Government sets a framework for online trade , small business users 
might at first well wonder why the software of espionage thrillers is 
dropping onto their desktop. The answer is a simple one: trust. 
Potentially, fraud is easier across the Internet because it might be 
achieved without leaving any trace-and certainly no eyewitness. Without an 
environment of trust and privacy, customers are highly unlikely to 
provide confidential information . To establish more complex contracts 
online (for instance setting up a small business or buying a house) 
requires legal recognition and a framework to build a public key 
infrastructure (PKI) . For the user, a PKI means complex online 

transactions can be performed seamlessly, which isn't really possible 
today. (0 Refs) 
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Abstract: In 1993, Beimel and Chor presented an unconditionally secure 
interactive protocol which allows a subset of users in a network to 
establish a common key. This scheme made use of a key predistribution 
scheme due to Blom. In this paper, ' we describe some variations and 
generalizations of the Beimel-Chor scheme, including broadcast encryption 
schemes as well as interactive key distribution schemes. Our constructions 
use the key predistribution scheme of Blundo et al . , which is a 
generalization of the Blom scheme. We obtain families of schemes in which 
the amount of secret information held by the network users can be 
traded off against the amount of information that needs to be broadcast. 
We also consider lower bounds for protocols of these types, using the 
concept of entropy as our main tool. Some of. Our schemes are optimal (or 
close to optimal) with respect to the bounds we prove. (10 Refs) 
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Abstract: Keeping an eye toward the potential revenue of Internet 
commerce while acknowledging the need for fiscal security, MasterCard and 
Visa are spearheading the adoption of the Secure Electronic Transaction 
(SET) standard. Used in conjunction with smartcards, SET is designed to 
provide (via encryption) confidentiality of information , ensure payment 
integrity, and authenticate merchants and buyers alike. The author 
discusses the use of public key cryptography in SET. (0 Refs) 
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Abstract: The increasing use of LANs for computer communication has 
spurred the need for a high speed, switched metropolitan area data network 
to replace the traditional dedicated links. BellSouth has introduced a LAN 

interconnection service in order to respond to customers needs. 
However, customers demand the same type of data confidentiality they 
have enjoyed in their dedicated links on the public network. In this paper, 
an innovative way for providing confidentiality service for a public LAN 
interconnection service network will be presented. The mechanism is based 
on the current completed LAN security standard, the IEEE 802.10. The 
confidentiality service offered will be applied to a particular virtual 
private LAN. In this section, the details of the implementation, including 
the architecture, the PDU format and the protocol will be described. (12 

Refs) 
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Language: English Document Type: Conference Paper (PA) 
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Abstract: In 1993, Beimel and Chor presented an unconditionally secure 
interactive protocol which allows a subset of users in a network to 
establish a common key. This scheme made use of a key predistribution 
scheme due to Blom. In this paper, we describe some variations and 
generalizations of the Beimel-Chor scheme, including broadcast encryption 
schemes as well as interactive key distribution schemes. Our constructions 
use , the key predistribution scheme of Blundo et al, which is a 
generalization of the Blom scheme. We obtain families of schemes in which 
the amount of secret information held by the network users can be 
traded off against the amount of information that needs to be broadcast. 
We also discuss lower bounds on the storage and communication requirements 
of protocols of these types. Some of our schemes are optimal (or close to 
optimal) with respect to these bounds. (11 Refs) 
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Abstract: Electronic commerce on the Internet is projected to reach $50 
billion (US$ 50,000,000,000.00) by the year 2000 in one optimistic 
forecast, and only $5.8 million by the year 2000 in a different forecast. 
The range of forecasts reflects many factors, but the paramount 
determinants are probably the actual, and perceived, safety of financial 
transactions on the Internet . Sniffing, spoofing, and cracking, the 
terrors of the Internet, have stalled the growth of electronic commerce on 
the Internet and on other value added networks. The relative ease of 
sniffing (reading other people's electronic messages), spoofing (assuming a 
false identity and making fraudulent transactions), and cracking (stealing 
another party 's confidential information stored on host computers), 



and the thefts that such techniques enable, have seriously impaired the 
growth of Internet-based commerce. The near term solution that will enable 
the growth of electronic commerce on the Internet is technological, and not 
legal, in nature. (0 Refs) 
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Online stores support three credit card payment methods: secured, 
unsecured, and mail and telephone order (MOTO) . The first objective of this 
research is to examine the relationship between the payment methods 
supported by online stores and product price, product category and site 
longevity. 

The second objective of this research is to examine the effect of 
product price and product category on merchants* decisions on whether or 
not to own the secured server that supports online credit card 
transactions . 

Price data on 9631 products in 10 categories were collected from 127 
online stores using a shopping agent. Data on secure server ownership was 
collected from a database maintained by an organization that provides 
domain-registering services. Univariate Analysis of Variance and the Logit 
Model of Log Linear Analysis were used to examine the data. 

Results from the research show that online stores' payment methods are 
related to product price and product category, but not to site longevity. 
Online stores selling high-priced, technology-based products are more 
likely to own secure servers than online stores selling low-priced 
products such as flowers, gifts and groceries. 

The results suggest that important differences exist between retail 
methods in the electronic world and the physical one. In the electronic 
world, product price and product category affect payment methods and 
ownership of the infrastructure required to support payment transactions. 
The provision of secured payment methods may have less to do with the 
desire to protect consxamers ' confidential information travelling over 
the Internet, and more to do with product prices and categories. 

The finding that site longevity is not related to payment methods 
suggest that the barriers to offering secure payment transactions are low. 

Finally, the use of a shopping agent was found to be an effective way 
to collect data for research purposes. 
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IBM Journal of Research and Development v. 43 no5/6 (Sept. /Nov. 1999) p. 
761-76 

DOCUMENT TYPE: Feature Article ISSN: 0018-8646 LANGUAGE: English 
RECORD STATUS: Corrected or revised record 

ABSTRACT: As the Internet becomes the basis for electronic commerce, and 
as more businesses automate their data processing operations, the potential 
for unauthorized disclosure of sensitive data increases. On-line databases 
are becoming increasingly large and complex. Sensitive data is transmitted 
on communication lines and often stored off-line. As a result, the 
efficient, economical protection of enterprise-critical information is 
becoming increasingly important in many diverse application environments. 
The protection required to conduct commerce on the Internet, provide data 

confidentiality , and provide user authentication can be achieved only 
by cryptographic services and techniques. The high-speed, physically secure 
IBM S/390. reg. CMOS Cryptographic Coprocessor for S/390 Parallel Enterprise 

Servers [ trademark ] , together with the IBM Integrated Cryptographic 
Service Facility (ICSF), an IBM licensed program for the OS/390. reg. 
operating system, provides the ability to encrypt and decrypt data, 
generate and manage cryptographic keys, perform PIN operations, and perform 
other cryptographic functions dealing with data integrity, digital 
signatures, and key exchange. Reprinted by permission of the publisher. 

DESCRIPTORS; Cryptographic keys; Microprocessor architecture; IBM 
System/390 computers; 
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1427445 H.W. WILSON RECORD NUMBER: BAST96014698 
Proof of purchase on the Internet 
Stewart, Ian; 

Scientific American v. 274 (Feb. '96) p. 124-5 

DOCUMENT TYPE: Feature Article ISSN: 0036-8733 LANGUAGE: English 
RECORD STATUS: Corrected or revised record 

ABSTRACT: Most network systems use encryption methods to encode, or 
scramble, private messages, but it has become increasingly clear that this 
system is inadequate for the Internet. Although there are many secure 
encryption codes, users want proof that no one can access confidential 
information . The writer discusses so-called zero-knowledge protocols, 
which allow the user to convince someone that the user possesses some key 
item of information without actually revealing the information itself. 

DESCRIPTORS: Computer user identification; Number theory; Four-color 
problem; 
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00549918 99PK10-318 

A matter of trust — B2B e^commerce is booming, but sites need to build 
trust by setting groxind rules 

Hicks, Matt; Neil, Stephanie 

PC Week , October 25, 1999 , vl6 n43 p67-73, 4 Page(s) 
ISSN: 0740-1604 
Languages : English 

Document Type: Articles, News & Columns 
Geographic Location: United States 



Reports that business-to-business (B2B) electronic commerce sites face 
the challenge of obtaining the trust of both sellers and buyers. Explains 
that distributors, retailers, and recording labels have requested music 
distributor, BMG Distribution to require site users to sign legally binding 
agreements not to misuse information from the BMG Central site. Mentions 
that potential B2B participants want assurances that the confidential 

information they post will not be intentionally or mistakenly misused and 
that the transactions are fair and compliant with existing laws. Explains 
that other measures to build trust include giving sellers more control over 
whom they trade with online , authentication of buyers, and undertaking 
audits to demonstrate impartiality. Includes one photo, one sidebar, six 
graphs, and one table. (MEM) 

Descriptors: Electronic Commerce; Web Sites; Ethics; Contract; 
Online Information; Trends 
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00432047 96IE08-005 

The stage is SET — The SET agreement between MasterCard and Visa could 
pave the way for widespread e- commerce 

Loeb, Larry 

Internet World , August 1, 1996 , v7 n8 p54-59, 6 Page(s) 
ISSN: 1064-3923 

Company Name: MasterCard; Visa 

Product Name: Secure Electronic Transactions 

Languages: English 

Document Type: Feature Articles and News 
Geographic Location: United States 

Focuses on the Secure Electronic Transactions (SET) agreement 

between MasterCard and Visa for establishing a standard for Internet 
credit card transactions . Explains that SET addresses the major business 
requirements of providing confidentiality of payment and ordering 
information and providing authentication that a cardholder is a 

legitimate user of an account and that a merchant can accept bankcard 
payments through its acquirer. Also notes that SET is designed to ensure 
integrity for all transmitted data and to facilitate and encourage 
interoperability across software and network providers. Discusses the 
details of SET transactions, including the customer opening an account, 
merchant receiving information, and payment being passed along. Indicates 
that SET uses both standard methods of encryption: secret-key cryptography 
a public-key cryptography, (jo) 

Descriptors: Online Transaction Processing; Electronic Shopping; 
Purchasing ; Cryptology; Security; Internet ; Electronic Banking 

Identifiers: Secure Electronic Transactions ; MasterCard; Visa 



11/5/14 (Item 3 from file: 233) 

DIALOG (R) File 233: Internet & Personal Comp. Abs. 
(c) 2002 Info. Today Inc. All rts. reserv. 

00260148 90DS05-006 

Data- Star adds Japanese technical source . . . UK company data Databases 

Database Searcher , May 1, 1990 , v6 n4 pl2, 1 Pages 
ISSN: 0891-6713 
Languages: English 

Document Type: Feature Articles and News 
Geographic Location: United States 

Reports that Europe's leading online service, Switzerland's Data-Star, 
has agreed with Eurobrokers S. A. R. L. to carry its Japinfo database which 
features translated and abstracted Japanese documents covering different 
scientific and technical fields. Data-Star also recently ran a 
German-language service from Deutscher Sparkassenverlag which helps 
European companies look for new trade opportunities and expanded its UK 
company information coverage from ICC Online Ltd. which now includes 
document history as well as a detailed list of limited liability companies. 



(PAM) 

Descriptors: Online Information ; Trade Secrets ; Foreign Trade; 
Database; Consumer Information ; Japan; Online Systems 

Identifiers: Japinfo; Data-Star; Eurobrokers S. A. R. L.; Deutscher 
Sparkassenverlag; ICC Online 
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Intel goes big on e-conunerce in the Asia-Pacific 

ASIA-PACIFIC: INTEL" TO TRANSACT VIA E - COMMERCE 
Business Times (XBA) 20 Sep 1999 p. 19 
Language : ENGLISH 



American Intel, a chip giant, is doing billions of dollars of e-commerce in 
Asia-Pacific, with its e-commerce team based in Singapore, according to its 
Singapore manager Ian Drew. The group hopes to have 100% of its business 

transactions to be Web -based within three years. Two initiatives - Web 
Order Management and Intel Business Link - will be rolled out throughout 
the region. Web Order Management allows Intel's partners and customers 
to access over the Web real time information on prices and stocks of 
Intel's chips and other products. Intel Business Link is Intel's service 
whereby it exchanges confidential information with a partner or 

customer . 



COMPANY: INTEL 

PRODUCT: Semiconductor Devices (3674); 

EVENT: General Management Services (26); Plant/Facilities/Equipment (44 
) ; 

COUNTRY: Southeast Asia (92T); Eastern Asia (92E) ; Australia & New Zealand 

(9AUN); United States (lUSA) ; 
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09118456 

Pacific Internet promises users online privacy 

SINGAPORE: PACNET PROMISES ONLINE PRIVACY 
The Straits Times (XBB) 11 Jun 1999 p. 44 
Language : ENGLISH 

Pacific Internet (Pacnet), one of Singapore's three Internet service 
providers, has promised its subscribers that it will not intentionally 
examine or tamper with their private Internet communications and 
transactions or disclose confidential customer information unless 
it has the approval of the subscriber or if it is required by law. To help 
its subscribers check whether they have been infected with Back Orifice, 
Pacnet will offer free software to its subscribers. The moves come amid 
growing queries about online security and privacy. 

COMPANY: INTERNET; PACNET; PACIFIC INTERNET 

EVENT: Financial Management (25); 
COUNTRY: Singapore (9SIN) ; 
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09079561 

E-commerce mart expected to top US$ 1 bn by 2003 



MALAYSIA: SET LAUNCHED BY MEPS 
Business Times Malaysia (XAR) 23 Mar 1999 p. 18 
Language: ENGLISH 

The Secure Electronic Transaction (SET) Payment Gateway by Malaysian 
Electronic Payment System Sdn Bhd (MEPS) was launched on 22 March 1999 by 
Datuk Leo Moggie, Energy, Communications and Multimedia Minister of 
Malaysia. MEPS is responsible for implementing the SET payment gateway. The 
launch of the SET payment gateway is the result of the successful 
four-month pilot test on the SET payment gateway by two banks, RHB Bank and 
Maybank. Bank Negara <Central Bank> has collaborated with local banks for 
SET payment gateway which would look into the authentication and privacy 
when conducting e-commerce. The main aim of the SET is to ensure that 
electronic commerce (e-commerce) via the Internet is secure and safe. The 
credit card holders wishing to conduct e-commerce would have to apply for 
an electronic wallet (e-wallet) from any one of the participating banks. 
The participating banks include, RHB Bank, Public Bank, Maybank and Hong 
Leong Bank. A user would be issued with a digital certificate as well as 
data encryption for confidentiality and the digital certificate would 
work just like a fingerprint. When a purchase is made, the bank would be 
able to access the number of the cardholder to approve the purchase or 
decline it based on the status of the users account and the credit limit 
allowed. Currently there are only four local banks that are offering access 
to SET to its credit card holders. The cost of linking up with SET is set 
at RM 25,000. 

COMPANY: INTERNET; MALAYSIAN ELECTRONIC PAYMENT SYSTEM; SET; SECURE 
ELECTRONIC TRANSACTION ; RHB BANK; HONG LEONG BANK; MAYBANK; PUBLIC BANK 

PRODUCT: Credit Card Services (6020CC); Nonbank Credit Card Firms (6141); 

Retail Banking Services (6006); Clearing Banks (6010CB) ; 
EVENT: General Management Services (26); Product Design & Development ( 
33); 

COUNTRY: Malaysia (9MA0); 
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Deutsche Verbraucher sind Einkauf smuf f el im Internet 

GERMANY: SHOPPING VIA INTERNET 
S ddeutsche Zeitung (SDZ) 23 Jan 1999 p. 22 
Language : GERMAN 

German consumers are still very restrained with regard to shopping in the 
internet. In 1998, only 1% of all Germans "occasionally" used the internet 
for shopping purposes, reported Emnid Institute and Fraunhofer Institute. 
4% of the 2,000 people interviewed tried online shopping at least once, 
while 95% have never purchased anything via the internet so far. The 
reasons for the restraint are the time-consuming access to the respective 
internet sites and the confused presentation of the product range on those 
websites. Furthermore, telephone costs are relatively high in Germany. Many 
consiimers are also afraid of a possible abuse of confidential data . 
However, experienced PC users are increasingly interested in electronic 
shopping. 53% can imagine to buy books, records and CDs online. In 1997, 
their number amounted to only 4 6%, 40% of the interviewed persons are 
interested in buying concert and theatre tickets online and 33% are 
interested in booking a journey via the internet. 
COMPANY: INTERNET 

PRODUCT: Tourism & Travel (7010TT) ; Book Publishing (2731); Records & 
Tapes (3652); 

EVENT; Sales & Consumption (65); Marketing Procedures (24); 
COUNTRY: Germany (4GER) ; 
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Call for e-commerce industry to self-regulate 

SINGAPORE: SELF-REGULATION OF E-COMMERCE SECTOR 
Business Times (XBA) 22 Sep 1998 P. 4 
Language: ENGLISH 

The National Internet Advisory Committee recommended greater industry 
self-regulation of Internet transactions so as to boost the growth of 
e-commerce in Singapore. An independent accreditation body comprising main 
industry players should be formed to administer a broader self-regulatory 
Industry Code of Practice controlling e-commerce. E-commerce service 
providers must ensure that the business records and personal particulars of 
their users are kept confidential . Such information should only be 
collected and used when relevant and necessary to the services provided. 
The committee also called for basic standards controlling the use and 
management of the personal information of e-commerce consumers. Service 
providers should make sure that the information collected in relation to a 
user is accurate and kept up to date. Users* requests to amend or delete 
the information should also be met by service providers. 
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007 60676 (USE FORMAT 7 OR 9 FOR FULLTEXT) 

DOE gets anti-spy training One-day session set to take place Tuesday 

James Risen, The New York Times 
Denver Post, FRIl ED, P A-07 
Friday, July 30, 1999 

DOCUMENT TYPE: NEWSPAPER LANGUAGE: ENGLISH RECORD TYPE: FULLTEXT 
SECTION HEADING: FRONT PAGE 
Word Count: 409 

(USE FORMAT 7 OR 9 FOR FULLTEXT) 

...computer networks 

containing nuclear weapons secrets were shut down for two weeks. 

Richardson had also ordered cyber -security training at the 
labs after learning that Wen Ho Lee, a scientist at Los... 

....has been questioned during the FBI's investigation of 
China's possible theft of nuclear secrets , had downloaded 
extensive data on nuclear weapons from a classified computer 
system into an unclassified network. 
There was also. . . 
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00740257 (USE FORMAT 7 OR 9 FOR FULLTEXT) 
Intel to build chips to help scramble data 

Martha Mendoza, The Associated Press 
Denver Post, TUEl ED, P C-01 
Tuesday, January 19, 1999 

DOCUMENT TYPE: NEWSPAPER LANGUAGE: ENGLISH RECORD TYPE: FULLTEXT 
SECTION HEADING: BUSINESS 
Word Count : 323 

TEXT: 

Intel Corp. plans to build computer chips 

that can help scramble data to keep it secret , a move that could 
boost business on the Internet as information and transactions 
become more secure. 

However, Intel's innovation also could conflict with 
restrictions on the export... 

13/3, K/3 (Item 1 from file: 492) 

DIALOG (R) File 492: Arizona Repub/Phoenix Gaz 
(c) 2002 Phoenix Newspapers. All rts. reserv. 

10220074 

BIG BROWSER IS WATCHING WORKERS SOFTWARE LETS COMPANIES SEE EACH KEYSTROKE 

Arizona (AR 

) - Sunday, August 8, 1999 

By: Michael Stroh, Baltimore Sun 

Edition: Final Chaser Section: Business Page: D6 
Word Count: 753 

. . . But pornography is only part of the problem. Companies worry that 
employees could use the Internet to spill trade secrets or sensitive 
financial data . They're also concerned about lost productivity. Sports, 
stock brokerages and job boards rank among. . . 
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CYBERSPACE ON-RAMP NEEDED 

Arizona Republic (AR) - TUESDAY, March 14, 1995 
By: Donald H. Reck, Special for The Arizona Republic 
Edition: Final Chaser Section: Editorial/Opinion Page: B5 
Word Count: 948 

. . . use of encryption and authorization techniques to protect electronic 
data . 

How many will entrust financial data and trade secrets to an 
Internet , accessible to anyone with a computer and modem? Reliability and 
security are major caution flags... 
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INTEL ENTERS MORKY WORLD OF ENCRYPTION 

St. Louis Post Dispatch (SL) - Tuesday, January 19, 1999 
By: The Associated Press 

Edition: FIVE STAR LIFT Section: BUSINESS Page: C7 
Word Count: 4 33 

TEXT: 

Intel Corp. plans to build computer chips that can help scramble data to 
keep it secret , a move that could boost business on the Internet as 
information and transactions become more secure. 

However, Intel's innovation could also conflict with restrictions on the 
export . . . 
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FTC SUES TOYSMART. COM TO HALT DATA SALE BANKRUPT E-RETAILER MADE PRIVACY 
VOW TO CUSTOMERS 

Boston Globe (BG) - Tuesday, July 11, 2000 
By: Stephanie Stoughton, Globe Staff 
Edition: THIRD Section: Business Page: E2 
Word Count: 4 92 

TEXT: 

The Federal Trade Commission sued Toysmart.com Inc. yesterday, seeking to 
block the bankrupt online retailer from selling confidential 

information about its consumers . 

In a strongly worded statement, the agency accused the Waltham-based toy 
seller of violating... 
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INSURANCE DISCOUNTS FOR ANTITHEFT DEVICES OFTEN GO UNCLAIMED 

Boston Globe (BG) - Sunday, December 12, 1999 



i 



By: Bruce Mohl and Patricia Wen, Globe Staff 
Edition: THIRD Section: Metro/Region Page: B2 
Word Count: 1, 522 

... often are unclear. The best protection against problems is using a 
credit card when making purchases , assuming the on - line retailer 
gives assurances that your card information is kept confidential , said 
Edgar Dworsky, a consiimer advocate and publisher of an Internet consumer 
site called Consumerworld.org. 

Buyers who use their... 
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INTUIT PLANS EXPANSION TO INTERNET BANKING SERVICES SEEN AVAILABLE BY LATE 
1996 

Boston Globe (BG) - TUESDAY, December 5, 1995 
By: Associated Press 

Edition: THIRD Section: BUSINESS Page: 54 
Word Count: 4 35 

...version of Navigator was discovered recently, but Netscape corrected the 
problem. 

To ensure that banking transactions are safe from on - line thieves. 
Intuit is employing security software designed to hide bank account 
information . Security problems are viewed as a major roadblock to on-line 
banking . 

Currently, Intuit provides. . . 
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JUDGE HEARS ARGUMENTS ON SOFTWARE LEGAL RIGHTS 

BOSTON GLOBE (BG) - WEDNESDAY September 7, 1988 
By: Jane Fitz Simon, Globe Staff 
Edition: THIRD Section: BUSINESS Page: 76 
Word Count: 24 9 

TEXT: 

Did Lotus Development Corp. misappropriate confidential information 
from Software Arts in designing its best- selling 1-2-3 electronic 
spreadsheet? 

Did Lotus' founder Mitchell Kapor violate a nondisclosure agreement and 
illegally copy the look... 
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(c) 2002 Boston Globe. All rts. reserv. 

03192799 

GCA ASKING COURT TO CURB EX-OFFICIALS 

BOSTON GLOBE (BG) - THURSDAY December 26, 1985 
By: Ronald Rosenberg, Globe Staff 
Edition: THIRD Section: BUSINESS Page: 73 
Word Count: 556 



Mason, and Hans Erwich, who headed the development of an advanced 



semiconductor manufacturing group, divulged confidential information to 
Electronics News, a weekly trade newspaper. 

As a result, the company claims to have suffered "substantial harm, " 
"loss of competitive... 
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FTC APPROVES PLAN TO REGULATE ONLINE INFORMATION GATHERING EFFECTIVE 

IMMEDIATELY, WEB ADVERTISERS NEED CUSTOMERS' PERMISSION TO ANONYMOUSLY 
PROFILE THEIR INTERNET ACTIVITY. 

Philadelphia Inquirer (PI) - Friday, July 28, 2000 
By: John Solomon, ASSOCIATED PRESS 
Edition: SF Section: BUSINESS Page: C02 
Word Count: 4 92 

TEXT : 

... Americans* online privacy, the government yesterday approved a plan by 
Internet advertisers to regulate the secret gathering of information used 
to profile Web customers . 

The Federal Trade Commission voted 4-1 to endorse the self-regulatory 
plan submitted by the Network Advertising. . . 
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BUSINESS NEWS IN BRIEF 

Philadelphia Inquirer (PI) - Tuesday, August 10, 1999 
Edition: SF Section: BUSINESS Page: D03 
Word Count : 1,216 

... a new document-exchange service that allows law firms and corporate 
legal departments to share confidential invoice information over the 
Internet . 

GE Hydro buying Kvaerner hydroelectric turbine business 

GE Hydro, a division of General Electric Canada Inc., announced that 
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LEVINE SENTENCED TO 2 YEARS FOR INSIDER- TRADING SCHEME 

PHILADELPHIA INQUIRER (PI) - SATURDAY February 21, 1987 
By: Jennifer Lin, Inquirer Staff Writer 
Edition: FINAL Section: NATIONAL Page: AOl 
Word Count: 1, 04 8 

TEXT: 

Former investment banker Dennis B. Levine, who turned government informant 
and exposed a web of insider trading on Wall Street, was sentenced 
yesterday to two years in prison and fined $362,000 for illegally profiting 
from confidential information . 



Levine 's sentence was the most severe so far of any of the Wall Street 
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TECH TODAY 

Newsday (ND) - Tuesday February 8, 2000 
By: Dow Jones News, The Associated Press 

Edition: NASSAU AND SUFFOLK Section: BUSINESS & TECHNOLOGY Page: A4 5 
Word Count: 351 

TEXT: 

...informal" investigation of Alexa Internet and 

its software, which tracks where users go on the Web in order to 
provide 

related Web links and other data. The FTC would not comment. 
The two lawsuits that are mentioned. . . 

...downloaded arid installed on Web browsers like Netscape's 

Navigator and Microsoft's Internet Explorer, secretly intercepts personal 
data 

and sends that information to third parties , including Alexa 's parent, 
Amazon . com. 

An Alexa spokeswoman said that the company is cooperating. . . 
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SHORT CUTS 

Newsday (ND) - Tuesday January 19, 1999 

By: Compiled from Associated Press, Dow Jones, Bloomberg News and Reuters 
reports . 

Edition: ALL EDITIONS Section: BUSINESS Page: A40 
Word Count : 1, 184 

TEXT: 

...Will Keep Data Secret 

INTEL CORP. plans to build computer chips that can help scramble data to 
keep it secret , a move that could boost business on the Internet as 
information and transactions become more secure. 

Intel's innovation, however, also could conflict with restrictions on 
the export . . . 
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SOURCE OF DREXEL'S DISCONTENT WAS FOREIGN LETTER 

NEWSDAY (ND) - Thursday December 22, 1988 
By: John Riley and David Henry 

Edition: ALL EDITIONS Section: BUSINESS Page: 44 
Word Count: 1, 168 

...Manhattan, and from obscurity into the headlines. 

A merger specialist, Levine had been privy to confidential 
information on big takeover deals while working at some of Wall Street's 
most prestigious investment... 



contacts at other major financial houses and prominent law firms. 



Through the summer, an information- trading network unprecedented in 
scope gradually unraveled. 

Then, on Nov. 14, 1986, investigators unveiled their biggest catch. . . 
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PROSECUTORS WANT A TOUGH SENTENCE FOR AGUILAR 

SAN FRANCISCO CHRONICLE (SF) - WEDNESDAY October 31, 1990 
By: Jim Doyle, Chronicle Staff Writer 
Edition: FINAL Section: NEWS Page: A17 
Word Count: 534 

... a more egregious breach of trust than that committed by a federal judge 
who uses confidentially obtained secret information to help a target 
evade court- ordered electronic surveillance, " prosecutor William Keefer 
wrote . 

He also asserted that Aguilar "lied repeatedly" during both his... 
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FTC OKS INTERNET PRIVACY PROPOSAL 

Miami Herald (MH) - Friday, July 28, 2000 
By: JOHN SOLOMON, Associated Press 
Edition: State Section: Business Page: IC 
Word Count: 329 

TEXT : 

. . . online ■ privacy, the government on Thursday approved a plan by Internet 
advertisers to regulate the secret gathering of information used to 
profile Web customers . 

The Federal Trade Commission voted 4-1 to endorse the self-regulatory 
plan submitted by the Network Advertising. . . 
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PROLIFERATION OF PASSWORDS TAXES MEMORY 

Miami Herald (MH) - Monday, September 6, 1999 

By: DAVID E. KALISH, Associated Press 

Edition: Final Section: Business Monday Page: 25BM 

Word Count: 364 

The codes are intended in part to keep an individual ' s confidential 
information from falling into the hands of pranksters and scam artists. 

This is especially crucial to protect accounts for online banking, stock 
trading and other financial dealings. 

But the rampant growth in passwords is frustrating many users, who... 
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INTERNET AT HOME EXPECTED TO BUY EXCITE 
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By: From Herald Staff and Wire Reports and Bloomberg News 

Edition : Final Section : Business Page : 9B 

Word Count: 7 57 

. . .Chips with security capabilities 

Intel Corp. plans to build computer chips that can help scramble data 
to keep it secret , a move that could boost business on the Internet as 
information and transactions become more secure. 

However, Intel's innovation could also conflict with restrictions on the 
export . . . 
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INTUIT TO OFFER BANKING OVER THE INTERNET 

Miami Herald (MH) - TUE December 5, 19'95 
By: ASSOCIATED PRESS 

Edition: FINAL Section: BUSINESS Page: 3C 
Word Count: 270 

. . . bills, checking their account balances and transferring funds, over the 
Internet . 

To ensure that the transactions are safe from on - line thieves. 
Intuit is employing security software designed to hide bank account 
information . Security problems are viewed as a major roadblock to on-line 
banking . 

The announcement is . . . 
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Edition: FINAL Section: BUSINESS Page: 34BM 
Word Count: 991 

...14.4 kbps . 

Microsoft's alliance with Visa should remove much of the risk from 
online credit-card transactions . Though consumer online services 
like CompuServe and Prodigy are considered reasonably secure, the Internet 
is not. Thieves and vandals often hack their way into Internet-connected 
computers and filch passwords and other confidential data . Another 
problem is authentication: When customers place orders through the 
network , it's hard to tell if they really are who they say. Because of 
that. . . 
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STATE CLOSES ORANGE STATE BANK 



MIAMI HERALD (MH) - SAT DEC 09 1989 
By: From Herald Staff and Wire Reports 
Edition: FINAL Section: BUSINESS Page: 4C 
Word Count: 479 

. . . its Jacksonville plant and customers in southeast Georgia and northeast 
Florida. 

The purchase price was not disclosed . 

NYCOM INFORMATION SERVICES INC. has completed its purchase of 
American Network Exchange Inc. of Boca Raton. 

According to a definitive agreement between the two companies, Amnex 
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Keeping 'pry' out of the privacy debate 
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By: Leslie Miller; Elizabeth Weise 
Edition: FINAL Section: LIFE Page: 04D 
Word Count: 2017 

... give me a 5% discount.*' PrivaSeek (www.privaseek.com) will get a 
commission if a transaction follows. 

Lumeria ( www . lumeria , com) , of El Cerrito, Calif., hides personal 
information and then lets you charge companies to see it. ''If they think 
information about consumers. . . 
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By: MARTHA MENDOZA The Associated Press 
Edition: SUNRISE Section: BUSINESS Page: COl 
Word Count: 582 

TEXT: 

...restrictions on encryption exports 

Intel Corp. plans to build computer chips that can help scramble data 
to keep it secret , a move that could boost business on the Internet as 
information and transactions become more secure. 

However, Intel's innovation could also conflict with restrictions on the 
export . . . 
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INTUIT CORP. PLANS TO OFFER ON-LINE BANKING OVER NET 

Oregonian (PO) - TUESDAY, December 5, 1995 
By: From wire reports 

Edition: SUNRISE Section: BUSINESS Page: B03 



Word Count: 164 



. . . bills, checking their account balances and transferring funds, over the 
Internet . 

To ensure that the transactions are safe from on - line thieves. 
Intuit is employing security software designed to hide bank account 
information . Security problems are viewed as a major roadblock to on-line 
banking. 

The announcement is... 
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EASY ACCESS: WEB'S DETRIMENTAL BENEFIT 

Atlanta Constitution (AC) - Thursday, July 26, 2001 
By: Staff 

Edition : Home Section : Editorial Page : A18 
Word Count: 399 

. . . information is already out there and easily accessible through a 

byzantine trail of buying and selling lists of Internet users or by 
the accidental release of confidential information . And both good and 
nefarious folks are using that same network. 

It's the miracle... 
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DAILY BRIEFING 

Atlanta Constitution (AC) - Thursday, June 15, 2000 
By: Staff reports and news services 
Edition: Home Section: Business Page: F2 
Document Type: Brief 
Word Count: 2, 313 

TEXT: 

. . .Salt Lake City. 
Also . . . 

> Checkmate: Atlanta-based IVI Checkmate Corp. completed its acquisition 
of National Transaction Network . 

Nortel Networks : North America's No. 2 phone equipment maker agreed to 
buy the 91 percent of . . . 

...million in stock. 

Internet Commerce: The provider of services that let companies exchange 
invoices and purchase orders over the Web agreed to buy Research 

Triangle Commerce Inc. for $42 million in cash and stock to... 
... with mySAP.com, the electronic business unit of Germany's SAP AG, to 
build an Internet -based foreign exchange trading service. Customers of 
the bank who use mySAP.com accounting software will be able to... sued a Web 
site operator for allegedly using the domain name wbmd.com to direct 

Internet traffic toward sites selling prescription drugs and sex toys. 
James Michael Smith of Atlanta has been using the wbmd. , . 

... percent after America Online Inc. said it will invest $200 million in 
the company. America Online , which also is buying Time Warner, will 
become TiVo's largest shareholder with a 24 percent stake. The companies... 
had observed found their way into the news media. Violations included 
deceiving or lying to customers , mishandling proprietary or confidential 



information , improper manipulation of financial data, sexual harassment, 
employment discrimination, unsafe working conditions and environmental 
breaches . . . 
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PRIVACY LACKING AT WEB SITES, FTC SAYS 

ATLANTA Journal (ATLANTA Journal) - Thursday, June 4, 1998 
Section: News Page: aOl 
Word Count: 358 

TEXT : 

. . . the World Wide Web fail to tell visitors how they use personal 
information collected during Internet surfing, the Federal Trade 
Commission has concluded. In a report to be released today, the commission 
also recommends that... 

... staying off-line. The issue has taken on growing importance as more 
companies have begun selling products using the Internet . ' *This report 
should serve as a wake-up call to the online industry, ' • said Rep. . . 

. . . used, and fewer than 2 percent included a so-called comprehensive 

privacy policy. Nothing from confidential credit card information 

and home telephone numbers to spending habits and areas of- personal 
interest seems to be, . . 
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LITTLE PRIVACY AT WEB SITES, FTC SAYS 
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Word Count: 277 

TEXT: 

, . . the World Wide Web fail to tell visitors how they use personal 
information collected during Internet surfing, the Federal Trade 
Commission has concluded. In a report to be released today, the commission 
also recommends that... 

. , . the information is used, and fewer than 2 percent included a privacy 

policy. Nothing from confidential credit card information and 

home telephone numbers to spending habits and areas of personal interest 
seems to be. . . 
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Intuit to offer customers online banking via Internet 

Atlanta Constitution (AC) - Tuesday, December 5, 1995 
By: ASSOCIATED PRESS 
Section: BUSINESS Page: E/8 
Word Count: 24 9 

. . . bills, checking their account balances and transferring funds, over the 
Internet . 



To ensure that the transactions are safe from online thieves. Intuit 



is employing security software designed to hide bank account information 
. Security problems are viewed as a major roadblock to online banking. 

The announcement is a... 
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By: - Staff reports and news services 
Section: BUSINESS Page: H/3 
Word Count: 745 

... of land for an apartment complex in Greensboro, N.C., for $1.1 million. 

Checkmate Electronics Inc. has received orders from Food Lion 
Inc. for the first phase of a chainwide rollout of Checkmate's CM 400 
universal check reader. Financial terms were not disclosed . . . . 
National Data Corp. is acquiring Conceptual Systems Corp., a Cleveland 
company that provides electronic claims processing services... 
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Companies can monitor their staffs* every keystroke. Are rights violated?; 
GOTCHA! ; Snoopware on the job 

THE BALTIMORE SUN (BS) - Monday August 2, 1999 

By: SUN STAFF @B Michael Stroh 
Edition: FINAL 

Section: PLUGGED IN 

Page: IC 

Word Count: 1, 253 

. . . But pornography is only part of the problem. Companies worry that 
employees could use the Internet to spill trade secrets or sensitive 
financial data . They're also concerned about lost productivity. Sports, 
stock brokerages and job boards rank among. . . 
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Christian Science Monitor (CH) - Wednesday, December 29, 1999 
By: Lance Garden and Ross Atkin 

Edition: ALL Section: NEWS IN BRIEF Page: 20 
Word Count: 550 

TEXT: 

... but not the toys based on the Japanese video game and movie characters. 
The burgeoning online -prescription drug trade was the focus of a new 
Clinton-administration initiative. The plan, if approved by Congress... 

... from an online buyer. A bail appeal by the nuclear scientist charged 
with illegally transferring secret data at the Los Alamos National 

Laboratory began in Albuquerque, N.M. Taiwanese-born Wen Ho... 
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ONLINE PRIVACY PLAN GETS FTC NOD 

Plain Dealer (Cleveland) (PD) - Friday, July 28, 2000 
By: JOHN SOLOMON ASSOCIATED PRESS 

Edition: FINAL / ALL Section: BUSINESS Page: IC 
Word Count: 4 09 

TEXT: 

... Americans* online privacy, the government yesterday approved a plan by 
Internet advertisers to regulate the secret gathering of information used 
to profile Web customers . 

The Federal Trade Commission voted, 4-1, to endorse the 
self-regulatory plan submitted by the Network Advertising. . . 
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INTEL TO BUILD MICROCHIP THAT CAN SCRAMBLE DATA 

Plain Dealer (Cleveland) (PD) - Tuesday, January 19, 1999 
By: ASSOCIATED PRESS 

Edition: FINAL / ALL Section: BUSINESS Page: 2C 
Word Count: 332 

TEXT: 

Intel Corp. plans to build computer chips that can help scramble data to 
keep it secret , a move that could boost business on the Internet as 
information and transactions become more secure. 

However, Intel's innovation could also conflict with restrictions on the 
export . . . 
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CD-ROM PRINTOUTS MAY PREVENT MANY UNHAPPY RETXTONS 

St. Petersburg Times (PE) - MONDAY December 11, 1995 
By: DAVE GUSSOW 

Edition; CITY Section: BUSINESS Page: 16 
Word Count: 4 64 

...alliances. So far, none of the banks has agreed to participate. 

To ensure that banking transactions are safe from online thieves. 
Intuit is employing security software designed to hide bank account 
information . 

Security problems are viewed as a major roadblock to online banking. 
Call it the online... 
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A PRIVATE MATTER? DON'T COUNT ON IT 

St. Petersburg Times (PE) - WEDNESDAY December 14, 1994 
By: SUE LANDRY 

Edition: CITY Section: NATIONAL Page: 14A 
Word Count: 1,054 

... Sobel said. In a recent incident, employees of the Social Security 
Administration were charged with selling information to Nationwide 
Electronic Tracking, a company that advertised that it could provide 
access to confidential data . 

""I think we've really only seen the tip of the iceberg in terms of... 
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WORLD NEWS: . THE AMERICAS: DovibleClick in privacy move NEWS DIGEST 

JOHN LABATE 

Financial Times, USA Ed2 ED, P 7 
Tuesday, February 15, 2000 

DOCUMENT TYPE: NEWSPAPER; Digests LANGUAGE: ENGLISH RECORD TYPE: 
FULLTEXT SECTION HEADING: WORLD NEWS: THE AMERICAS 
Word Count: 179 

...ways to improve its privacy policies. 

Recent privacy concerns have centred on the flow of confidential 
consumer infonuation on the internet. Doubleclick's acquisition of the 
Abacus Direct catalogue-shopping database fuelled such. . . 

...groups and lawmakers. The takeover enables Doubleclick to combine 
consumer details - including names, addresses, and online purchases 
with Doubleclick's own non-personal data used to target advertisements to 
consumers . 

When the . . . 
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COMPANIES & FINANCE: INTERNATIONAL: US sales online exceed forecasts 

TOM FOREMSKI 

Financial Times, USA Ed2 ED, P 15 
Thursday, December 30, 1999 

DOCUMENT TYPE: Stories; NEWSPAPER LANGUAGE: ENGLISH RECORD TYPE: 
FULLTEXT SECTION HEADING: COMPANIES & FINANCE: INTERNATIONAL 
Word Count: 353 

...of between Dollars lObn and Dollars llbn. 

The survey assessed sales figures reported by 30 online retailers 
selling a wide range of consumer goods such as clothing, books, music, 
electronic goods, computer hardware... 

...financial services or travel. BCG says its survey results are accurate 
because they rely on confidential sales data from retailers rather 
than surveys of customer purchases. 

"These growth figures clearly demonstrate that this year, consumers were 
much more comfortable doing... 
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INSIDE TRACK: Consumers like their windows in the shops: INFORMATION 

TECHNOLOGY VENEZUELA: E-commerce in this oil-rich comer of Latin America 
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RAYMOND COLITT 

Financial Times, London Edl ED, P 16 
Wednesday, December 1, 1999 

DOCUMENT TYPE: Features; NEWSPAPER LANGUAGE: ENGLISH RECORD TYPE; 
FULLTEXT SECTION HEADING: INSIDE TRACK 
Word Count: 893 

...of the biggest hurdles to the expansion of e-commerce is lack of 
confidence in online credit card transactions . Wary of continued 
financial fraud, and shell-shocked from a 1994 financial crisis that wiped 
out half the banking system, Venzuelan consumers hesitate to send 
confidential information down a phone line. 

Even those willing to do so face obstacles in getting online... 
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FT IT Review of Information Technology (62) : 'A big bang year' for commerce 
on the Internet 

MICHAEL WILTSHIRE 
Financial Times, P XVII 
Wednesday, March 1, 1995 

DOCUMENT TYPE: NEWSPAPER LANGUAGE: ENGLISH RECORD TYPE: FULLTEXT 
Word Count: 208 

...If you were type a password or give your credit card number to make a 
purchase on Internet , using an insecure application, your data could be 
routed through many networks, perhaps owned by competitors - any one of 
which could use a * line trace' to examine confidential information 

From a commercial viewpoint, secure clients will turn the Internet from a 
primary marketing tool to a fully fledged sales channel... 
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Survey of the Security Industry (10) : Greed and anger pose threat / 
Computer fraud 

ALAN CANE 

Financial Times, Section U. ED, P 21 
Friday, September 13, 1985 
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Word Count: 977 

...a new surge of interest in computer security. 

First, rapid growth in computer communications and on - line transaction 

processing, which means that computer data representing large sums of 
money and confidential information travel continuously and in large 
volumes around the world's telecommunications lines. 



Second, the emergence. 
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LAW WILL BACK UP ELECTRONIC DEALS 
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By: David Sumner Smith 
Section: Business 
Word Count: 4 94 

... as ours involved employing data- inputting houses to transfer 
information from paper applications to computer. Electronic transactions 

make employing external assessment expertise and virtual judging panels a 
reality. We can get experts from all over the world to consider and discuss 

confidential information without those experts needing to meet 

physically. A great deal of time will be saved. . . 
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SECURITY HOLDS KEY TO E -COMMERCE ; THE ENTERPRISE NETWORK 
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By: David Sumner Smith 
Section: Business 
Word Count: 1, 923 



. . . reported data loss, compared with 13% of companies whose websites 
provide only information. 

Theft of data or trade secrets was reported by 12% of companies 
selling over the web against 4% of companies without online 
transactions . Security breaches led to 7% of companies selling through 
websites losing revenue compared with just 1% of other companies. 



Bruce Murphy of Price Waterhouse Coopers... 
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Superhighway robbers hit banks; Computer hackers 
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By: Garth Alexander 
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Word Count: 704 

...shares or shop for airline tickets and other goods and services. 

The rapid growth of on - line financial transactions has spawned a 
new breed of superhighway robbers, criminal hackers who steal credit-card 
numbers and secret passwords on the information highway. Earlier this 
year the FBI arrested Kevin Mitnick, 31, who is accused of stealing. . . 
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By: Nigel Hawkes, Science Editor 
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Word Count: 54 6 

...users, will expand to $600 billion (Pounds 380 billion) a year by 1999. 

At present, transactions are trivial. The Internet emerged from the 
academic world and has been used for exchanging information rather than 
making. . . 

... many computers. Hackers find it easy to eavesdrop on e-mail (electronic 
mail) and sending confidential information such as credit card numbers 
could lead to widespread fraud. Barclays believes it has solved. . . 
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By: Nick Gardner 
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Word Count: 200 

We cannot send confidential information at the moment because the 

relevant encryption system is not in place, but non- confidential 

information can be sent to the customer 's e-mail number," said Roger 
Alexander of Barclaycard. "As technology develops, we may soon be able to 
execute financial transactions on - line . " 

Users will be encouraged to comment on Barclaycard services and suggest 
improvements via a "talkback. . . 
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InterClear; Provision of Public Key Infrastructure (PKI) electronic 
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WORD COUNT: 554 

...the business enables the secure management of digital certificates, 
which act like ^electronic passports' ensuring user authentication, data 
integrity and confidentiality and message non-repudiation in electronic 
transactions . PKI services are becoming an integral part of an 
increasing number of e-business applications... 
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the business enables the secure management of digital certificates, 
which act like 'electronic passports' ensuring user authentication, data 
integrity and confidentiality and message non-repudiation in electronic 
transactions . PKI services are becoming an integral part of an 
increasing number of e-business applications... 
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... 17 per cent of respondents had reported unauthorised network entry. 

"These attacks often cause the on - line trading or sales business 
to be interrupted," Mr Cotter said. 

In some cases, break-ins could lead to the loss of clients * 
confidential information . 

"This will bring claims from customers and will seriously damage the 
reputation of the on-line companies," Mr Cotter said. 

The... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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... of digital certificates for secure e-commerce. These certificates 

act like "electronic passports" to ensure user authentication, data 

integrity and confidentiality , and message non-repudiation when 

transacting electronically . 

Baltimore Technologies markets and sells its solutions worldwide 
directly and through the TrustedWorld channel program. . . 
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... of digital certificates for secure e-commerce. These certificates 
act like "electronic passports" to ensure user authentication, data 
integrity and confidentiality and message non-repudiation when 
transacting electronically . PKI systems are being deployed by 

enterprises worldwide such as governments, banks, telcos, large 
corporations. . . 
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value business relationships to the Web. 
CyberTrust^s certificate-enabled extranet solutions support 
privilege-based user access, data confidentiality , audit trails, and 
digitally signed, binding transactions . Through our global network of 
partners, CyberTrust offers the industry's most complete suite of public 
key infrastructure-based. . . 
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... of digital certificates for secure e-commerce. These certificates 

act like "electronic passports" to ensure user authentication, data 
integrity and confidentiality and message non-repudiation when 
transacting electronically . PKI systems are being deployed by 

enterprises worldwide such as governments, banks, telcos, large 

corporations ... 

11/3, K/9 (Item 9 from file: 20) 

DIALOG (R) File 20: Dialog Global Reporter 
(c) 2002 The Dialog Corp. All rts. reserv. 

09560337 (USE FORMAT 7 OR 9 FOR FULLTEXT) 

CYBERTRUST: New CyberTrust CA Hosting for Secure Extranets lets companies 
outsource certificate authority to ensure secure Internet transactions; 
Service reduces cost and speeds time to market for customers 

M2 PRES SWIRE 
February 14, 2000 

JOURNAL CODE: WMPR LANGUAGE: English RECORD TYPE: FULLTEXT 
WORD COUNT: 893 

(USE FORMAT 7 OR 9 FOR FULLTEXT) 

... value business relationships to the Web. 

CyberTrust ^s certificate-enabled extranet solutions support 
privilege-based user access, data confidentiality , audit trails and 
digitally signed,- binding transactions . Through our global network of 
partners, CyberTrust offers the industry's most complete suite of public 
key infrastructure-based. . . 
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... based technology in a user-friendly environment. Digital 

certificates act as 'electronic passports' to ensure user authentication, 
data integrity, confidentiality and message non-repudiation when 
transacting electronically and when used within a Certificate Authority 
(CA) infrastructure, provide the basis for trust in. . . 
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the risk. 

Hacking into a database is only one concern outlined by companies 
looking to trade on the web . The other concern is that unwanted eyes, 
either within the company or at a partner or hosting site, could see 
confidential information . The solution is the encryption and 

authentication services promised by PKI, which codes the data... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through their global network of partners, CyberTrust 
offers the industry's most complete suite of public key 
infrastructure-based. . . 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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securely. It enables secure management of digital certificates 
which act as 'electronic passports' to ensure user authentication, data 
integrity, confidentiality and message non-repudiation when transacting 
electronically . 

About Baltimore Technologies 

Baltimore Technologies develops and markets security products and 
services to enable companies... 
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Method establishes a f irst-in-market standard for 
certif icate^enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through their global network of partners, CyberTrust 
offers the industry's most complete suite of public key 
infrastructure-based. . . 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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... value customer relationships to the Web. CyberTrust ' s 

certificate-enabled extranet solutions support privilege-based user 
access, data confidentiality , audit trails and digitally signed, 

binding transactions . Through our global network of official partners, 
CyberTrust offers the industry's most complete suite of public key 
infrastructure. . . 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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authority (CA) providing technology, consulting and services that 
promote the use of digital signatures for transacting legally binding 
electronic commerce and ensuring the confidentiality of sensitive 
information . USERTrust products, services and experience, along with 
its relationships with key industry and government organizations, have... 
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... value customer relationships to the Web. 

CyberTrust 's certificate-enabled extranet solutions support 
privilegeTbased user access, data confidentiality , audit trails, and 
digitally signed-binding transactions . Through our global network of 
official partners, CyberTrust offers the industry's most complete suite of 
public key infrastructure-. . . 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through their global network of partners, CyberTrust 
offers the industry's most complete suite of public key 
infrastructure-based. . . 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through their global network of partners, CyberTrust 
offers the industry's most complete suite of public key 
infrastructure-based. . . 
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Internet or e-commerce development relies on the ubiquity of 
identification . " 

The PKI allows local electronic transactions participants to 

authenticate the identity of other parties of the transactions and to 
ensure integrity and confidentiality of information exchanged among 
participants . 

It also guards against repudiation of transactions. Mr Duff said the 
Government needed to work. . . 
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calls or visit the trading room. 
The Website service is set up to accommodate the online stock 
trading market which is expected to be delivered early next year. The 
company gave an assurance that customers ' personal information will be 
confidential under the Website's highly-secure firewall and password 
system. 

"The current customers who are... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 
the industry* s most complete suite of public key infrastructure-based... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

trcunsactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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... per cent). Some (5 per cent) use Internet technology for updating 

their current and prospective customers with product and Scheme 
information . 

Loss of confidentiality and legal issues have been the most 
significant reasons cited for non-use of the Internet for commercial 
transactions . Very close in sequence were risk of frauds and hacking. 
Amongst the 24 organisations which... 
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... role leverages two fundamental strengths of financial institutions: 

their trusted position and their access to confidential customer 
information . 

They said these strengths give banks an advantage and an opportunity 
to play an important role in the certification of Internet transactions 
adding that realising that opportunity will depend on establishing common 
standards quickly enough and on. . . 
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... or intercepted by means of data encryption. However, a secure 

network can be deployed for online trading partners to exchange 
confidential data . 

Said Suen: "We provide electronic data interchange services to our 
customers whose data will be... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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handheld and other embedded system and ACPI-compliant embedded 
controllers with integrated keyboards and other HID functionality. 

For more information about USAR's products, please contact Customer 
Support at 212.226.2042, e-mail info@usar.com or visit USAR's web site at 
www .usar.com. 

All trademarks utilized in this document are the sole property of 
their respective owners. 

CONTACT: USAR Systems .. . 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions , 

Through its global network of partners, CyberTrust offers the 
industry's most complete suite of public key infrastructure-based... 
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... created which will confirm its validity. These are the elements: 

* Authentication: Anyone involved in an e - commerce trainsaction 
must be able to prove who they are and be confident of the identity of the 
other parties ; 

* Confidentiality of information : Information that passes 
between the customer , the mercheint and the bank must be totally 
confidential . 

Encryption techniques are normally used to ensure that... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails, and digitally signed, binding 

transactions . Through our global network of partners, Cybertrust offers 
the industry's most complete suite of public key infrastructure-based... 
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Method establishes a f irst-in-market standard for 



certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 

transactions . Through our global network of partners, CyberTrust offers 

the industry's most complete suite of public key infrastructure-based... 
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have been developed by browser manufacturers such as Microsoft and 
Netscape. In order to accept transactions from electronic wallets, 
merchants need to incorporate SET into. their Internet servers. To be able 
to receive confidential information from buyers and sellers , banks 
will need to build SET into their servers. 
SET was announced as a single... 
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. . . smartcard technology, which stores financial and personal 

information, consumers who use the UTM Machine for online transactions 
will not risk disclosure of this information . "UTM Systems will not 
disclose or sell the personal information of our customers , " says 

Robert Lee, president and founder of UTM Systems Corp. "Consumers are 

clearly sensitive to. . . 
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... browser and a server. 

In comparison, SET addresses the security concerns of both cardholders 
and merchants by ensuring confidentiality , data integrity, and 
authenticity of the parties involved in e - commerce trsmsactions . 

In any case, digital certificates issued for use on the SET payment 



gateway can also. 
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benefits administration, human resources management and employee 
communications. Security is crucial because of the highly confidential 
nature of the information that Simpata handles for its customers . The 
Pilot Security Utility ensures maximum protection for all of Simpata 's on 
- line business transactions . 

"Having the backing of Pilot is crucial to both our customers* and 
Simpata ' s comfort . . . 
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hosting technology enables Ruesch International to conduct high 
volumes of business-to-business international payment transactions on our 
RueschLINK extranet , while assuring our clients that this highly 
sensitive information remains confidential and secure," said Ronald 
Szoc, senior vice president for Technology at Ruesch International. 
"CyberTrust * s . . . 
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software to transfer credit card information through their web 
sites. By using encryption, credit card information is kept confidential 
and secure at all times. For customers who are unsure of online 
purchasing , a personal Whats- Online .com help line is available at 1 877 
WHATS-OL (942 87 65) . 

Whats-Online.com. . . 
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the growing demands of the Internet and Virtual Private Networks 
(VPNs) . Whether a company stores confidential customer information , 
makes electronic financial transactions , or stores a database of 
proprietary information, information security is essential. 
Of equal importance is... 
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makes use of the SIM cards contained in mobile phones to allow 
service providers and users to identify counterparties, and protect the 
confidentiality and information content of messages. 

E-speak lets users carry out negotiations, transactions and 
billing electronically , 
ma/cmr 
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... in February 1999. It enables service providers and users to 

positively identify the other transacting party and it guarantees 
information confidentiality and integrity. 

HP*s e-speak, along with Sonera's SmartTrust product family, will 
enable global secure e-services and e - commerce transactions over 
wireless networks ' and the Internet. The SmartTrust product family 
supports the existing operations of client companies and. . . 
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... a purchase, they can be assured of privacy. eBags promises never to 

sell or distribute confidential customer information to any third 
party . And the site uses proven encryption software to ensure credit card 
security when ordering online . 

"We're very excited about this new venture," Nordmark said. "We 
believe we will be. . . 
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need to focus on their core business and extend their enterprise - 
without worries about privacy, confidentiality , or protecting their data 
, " he adds . 

EBSS can help clients maintain information and transaction integrity 
as they enter into mature electronic business markets. Critical 
transactions , such as wire transfers and sensitive information relating 
to health care or supply chains, are... 
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need to focus on their core business and extend their enterprise -- 
without worries about privacy, confidentiality , or protecting their data 
, " he adds . 

EBSS can help clients maintain information and transaction integrity 
as they enter into mature electronic business markets. Critical 
transactions , such as wire transfers and sensitive information relating 
to health care or supply chains, are... 
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certify the identity of users by reading their digital signatures 
when they submit or receive transaction applications electronically . 

A highly sophisticated security system, PKI will be used to 
authenticate the identity of users and to protect the confidentiality 
of the information , Hongkong Post Electronic Services Division manager 
Yinci Wong said. 

When a user submits an application... 
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...couple appeared in court yesterday charged with making false credit 
and ATM cards using account data obtained secretly from customers who 
paid electronically for purchases at their stores. 

Chui Lai-chun, 32, and Kwok Man-hung, 33, were accused of . . . 
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... acts as an insurance policy, using our exclusive Lock Down(TM) 

technology to protect the user *s most confidential and valuable data 
from such popular applications as Quicken, Quickbooks, TurboTax, home 
banking, online stock trading , Check Free, word processors and 
spreadsheets," said Don Watters, president of Kiss Software. 
Modem Watch. . . 
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... the Internet," MEPS executive chairman Mohammad Abdullah said 

"Cardholders will be able to make secure Internet purchases with 
peace in mind because SET uses both data encryption and digital 
certificates to ensure confidentiality , data integrity and 
authentication of all parties involved in the e - commerce transaction 
, " he said. 

Each of the SET digital certificates issued is like a "fingerprint". 
When an, . . 
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... securely through the Internet. 

"Using the SET system, cardholders will be able to make secure 
Internet purchases with peace of mind because SET uses both data 

encryption and digital ID*s to ensure confidentiality , data integrity, 
and authentication of all the parties involved in an e - commerce 
transaction , " said Mohammad. 

The nationwide launch of Malaysia's SET Payment Gateway follows the 
successful conclusion. . . 
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... on WorldSecure technology. These organizations are able to 

establish secure e-mail links with their trading partners over the 
Internet to ensure confidentiality , exchange business information and 
establish E - commerce . These trading partners then have several 
options for exchanging secure e-mail with that organization, including the 
use ... 
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... R) system and Windows NT(R) servers and IBM mainframes. Companies 

can now offer their customers , partners and employees unprecedented 
access to confidential information and transaction services while 

protecting their valuable information assets. 

"Businesses relying on Web -based transactions now have a 
formidable tool for ensuring the integrity as well as the security of... 
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... week, Waterhouse Investor Services Inc., the discount brokerage 

subsidiary of Toronto-Dominion Bank, said its Internet trading volume 
jumped about 50% in the fourth quarter. 

While some consumers are concerned about the confidentiality of 
information on the Internet , trades made over Web sites are 
protected by Secure Socket Layer (SSL) encryption that scrambles the data 
as it . . . 
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Ordering Security 

The site incorporates the highest levels of software security to 
ensure that ordering information remains confidential to the site user 
and Fortnum & Mason. The secure on line ordering pages are encrypted 
making it virtually impossible for a third party to view the files... 
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security of credit information over the Net has largely been 
dispelled through the use of electronic transactions (SET) technology. 
This technology assures users that a transaction between merchant 
and customer is secure in terms of confidentiality and integrity of 
information , authentication of the parties and non-repudiation of a 
transaction. A SET-compliant payment system ensures that both merchant... 
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MOUNTAIN VIEW, Calif., July 21 /PRNewswire/ — Go ahead; shop online, 
make travel reservations, send highly confidential information via 
e-mail to a client in Boston. As electronic commerce transactions 
continue to increase, so has the demand for reliable and safe products from 
network security. . . 
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certificate technologies will enable businesses to utilize their 
choice of certificate formats while conducting secure Internet 

transactions such as: exchanging secure e-mail, establishing virtual 
private networks, and authorized access to confidential corporate data . 

Network Associates and Verisign customers will now be able to 
establish combined PKI solutions covering the complete lifecycle of 
certificates. . . 
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certificate technologies will enable businesses to utilize their 
choice of certificate formats while conducting . secure Internet 
transactions such as: exchanging secure e-mail, establishing virtual 



private networks, and authorized access to confidential corporate dat:a . 
Network Associates and VeriSign customers will now be able to establish 
combined PKI solutions covering the complete lifecycle of certificates... 
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. . . cautiously waiting for larger companies to take the plunge, before 
venturing into large-scale commercial trading via The Internet 
Concerns about the confidentiality and security of information , 
transaction errors and customer computer illiteracy are presently seen as 
hurdles to its use. About 30% of its customers do, however, use electronic 
data interchange to order and pay for products - a service introduced in 
1989 
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... to accessing only those files in the repository they are authorized 

to access. Only authorized users have access to highly controlled data . 
CONNECT: Conceal Raises the Security Bar 

Adding encryption capabilities to CONNECT : Mailbox raises the level of 
security, particularly for electronic coimuerce transactions over public 
networks . CONNECT : Conceal* Encryption Server is designed to strengthen the 
existing security mechanisms within CONNECT : Mailbox . 
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...of digital certificates for secure 

e-commerce. These certificates act like "electronic passports" to ensure 
user 

authentication, data integrity and confidentiality and message 
non-repudiation when transacting electronically . PKI systems are being 
deployed by enterprises worldwide such as governments, banks, telcos, large 
corporations. . . 
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...value business relationships to the Web. 

CyberTrust's certificate-enabled extranet solutions support privilege-based 
user access, data confidentiality , audit trails and digitally signed, 
binding 

transactions . Through our global network of partners, CyberTrust offers 
the 

industry's most complete suite of public key infrastructure-based... 
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. . .based technology 

in a user-friendly environment. Digital certificates act as 'electronic 
passports* to ensure user authentication, data integrity, 
confidentiality and message non-repudiation when transacting 
electronically and when used within a Certificate Authority (CA) 
infrastructure, provide the basis for trust in. . . 
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...securely. It enables secure 

management of digital certificates which act as ^electronic passports' 
to ensure user authentication, data integrity, confidentiality and 
message non-repudiation when transacting electronically . 

About Baltimore Technologies 

Baltimore Technologies develops and markets security products and 
services to enable companies... 
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TEXT: 

The Integration of AccessGear With Entrust Technologies' 

e-Business Solution Will Provide Customers With Powerful Security 
For Transmitting Confidential Data & Financial Transactions 

Over Public Networks 

NDS (Nasdaq/Easdaq: NNDS) , a leading provider of smart-card based 
security solutions for digital... 
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. . .Method establishes a 

f irst-in-market standard for certificate-enabled extranets that support 
privilege-based user access, data confidentiality , audit trails and 
digitally signed, binding transactions . Through their global network of 
partners, CyberTrust offers the industry's most complete suite of 
public key infrastructure-based. . . 



11/3, K/72 (Item 7 from file: 610) 

DIALOG (R) File 610: Business Wire 

(c) 2002 Business Wire. All rts. reserv, 

00122066 19991018291B0676 (USE FORMAT 7 FOR FULLTEXT) 

NetCity.com Launches First Smart Card Community On the Internet; Secure 
Smart Cart Network for E-mail, Web Sites, Online Shopping and Banking 

Business Wire 

Monday, October 18, 1999 16:37 EDT 

JOURNAL CODE: BW LANGUAGE: ENGLISH RECORD TYPE: FULLTEXT 
DOCUMENT TYPE: NEWSWIRE 
WORD COUNT: 4 24 

TEXT: 

...the internet's first Smart Card enabled internet 
community. 

This new digital community will offer consximers enhanced personal 
security protection of their confidential information when 
communicating via the internet and making online transactions . By 
providing its members with a smart card — a plastic card embedded with 
a computer. . . 



11/3, K/73 (Item 1 from file: 613) 

DIALOG (R) File 613: PR Newswire 



(c) 2002 PR Newswire Association Inc. All rts. reserv. 
00245490 20000113ATTH002 (USE FORMAT 7 FOR FULLTEXT) 

Certification Authority Platform Providers Unite with Sonera Smarttrust to 
Push Wireless E -Commerce And Security Based on Public Key Infrastructure 

PR Newswire 

Thursday, January 13, 2000 06:30 EST 

JOURNAL CODE: PR LANGUAGE: ENGLISH RECORD TYPE: FULLTEXT 
DOCUMENT TYPE: NEWSWIRE 
WORD COUNT: 2, 127 

...Method establishes a f irst-in-market standard for 

certificate-enabled extranets that support privilege-based user access, 
data 

confidentiality , audit trails and digitally signed, binding transactions 

Through our global network of partners, CyberTrust offers the industry's 
most 

complete suite of public key infrastructure-based. . . 

11/3, K/74 (Item 1 from file: 810) 

DIALOG (R) File 810: Business Wire 

(c) 1999 Business Wire . All rts. reserv. 

0965240 BW1009 

CA SIEMENS 2: Digital Medical Systems Chooses Siemens Directory for 
Internet Healthcare Solutions; New Security Strategies Help Providers 
Share Confidential Medical Information 

January 20, 1999 

Byline: Business Editors 

. . . digital 

certificates used to identify authorized users within a public key 
infrastructure (PKI), providing DMS clients with efficient, secure 
access to confidential patient information over the Web. 

DMS develops and manages secure transaction networks for sharing 
medical information over low-cost public Internet access lines. The 
company ' s solutions . . . 

11/3, K/75 (Item 2 from file: 810) 

DIALOG (R) File 810 eBusiness Wire 

(c) 1999 Business Wire . All rts. reserv. 

0663570 BW1035 

OPENCONNECT CONSENSUS: OpenConnect Systems to Incorporate SSL Capabilities 
in its SNA-to-Web Integration Products; Licensing Agreement with 
Consensus Development Corp. to Provide Enhanced Security Capabilities 
For Distributed Enterprise Applications 

January 21, 1997 

Byline: Business Editors & Computer Writers 

. . .SSL provides cryptography, 
peer authentication, and message authentication for distributed 
applications and data, including Inter/ Intranet transactions . 
Organizations using products that incorporate SSL are assured of the 
highest level of security for corporate- and customer - confidential 
data . 

"OpenConnect solutions already provide leading security 
capabilities at the application, session, transport and host level... 



11/3, K/76 (Item 3 from file: 810) 

DIALOG (R) File 810: Business Wire 

(c) 1999 Business Wire . All rts. reserv. 

0619326 BW1053 

ASSURENET PATHWAYS: AssureNet Pathways to Demo Web Page Authentication 
Technology at Interop; Web Defender Assures That Only Authorized Users 
Access Restricted Information 

September 03, 1996 

Byline: Business Editors and Computer Writers 

. . .a plug-in. 

The Web Defender is targeted at organizations with well-defined 
sets of users who need to restrict access to confidential information 
via the Internet and intranets. It is not targeted at customers who 
need to provide transaction oriented electronic commerce services to 
consumers . 

"Organizations want to use Web technology while making sure 
important internal... 

11/3, K/77 (Item 4 from file: 810) 

DIALOG (R) File 810: Business Wire 

(c) 1999 Business Wire . All rts. reserv. 

0563458 BW0013 

NATIONAL SEMICONDUCTOR: National Semiconductor Wins U.S. Government 
Contract to Supply Fortezza Crypto Cards; Cards Incorporate National's 
New CompactRISC Chip and i Power Technology 

March 06, 1996 

Byline: Business Editors/Technology Writers 

. . .NSA) 

approved algorithms and procedures to provide data integrity, access 
control, authentication, non-repudiation, and confidentiality of 
user information for network transactions 

The Fortezza Crypto Card 
will also be used in other government applications currently under 
development . . . 

11/3, K/78 (Item 5 from file: 810) 

DIALOG (R) File 810: Business Wire 

(c) 1999 Business Wire . All rts. reserv. 

0552438 BW0092 

HEWLETT PACKARD 4: HP Lavinches Highest- Performing, Low-cost Web Server; HP 
9000 Web Server Running Netscape Commerce Server Delivers More Than 
Twice the Price /Performance of Sun's Netra 

January 29, 1996 

Byline: Business Editors/Computer Writers 

. . . included 

with the Communications Server software, Netscape Commerce Server 
software delivers security features that enable customers to share 

confidential information or conduct encrypted electronic 

transactions 
across the Internet . 



Further targeting the installed base of Sun Microsystems* Netra 
customers, HP also offers a comprehensive. . . 



11/3, K/79 (Item 6 from file: 810) 

DIALOG (R) File 810: Business Wire 

(c) 1999 Business Wire . All rts. reserv. 

0470726 BW1121 

FIRST UNION OPEN MARKET: First Union and Open Market join forces to create 
a virtual community on the Internet 

March 15, 1995 

Byline: Business Editors 

...service, to connect a variety of established payment 
systems and networks and to code account information to ensure 
confidentiality . 

" Confidentiality of customer information is critical to the 
success of electronic banking and, until now, has been the missing 
link for providing on - line transactions , " said Fred Winkler, 
president First Union Card Products Division. "After extensive 
research, we found Open. . . 



11/3, K/80 (Item 1 from file: 813) 

DIALOG (R) File 813: PR Newswire 

(c) 1999 PR Newswire Association Inc. All rts. reserv. 

1464913 SFTH050A 
Security Alert: eBayla-Related News 

DATE: April 29, 1999 12:48 EDT WORD COUNT: 581 

. . . 22, 1999, and widely publicized last week. The exploit gives hackers a 
method to gain confidential information from unsuspecting eBay 

customers and impersonate them online. eBay is the pioneer and leader of 
person-to-person online trading . The eBayla exploit alters an eBay 

auction page with JavaScript to request the user name... 



11/3, K/81 (Item 2 from file: 813) 

DIALOG (R) File 813: PR Newswire 

(c) 1999 PR Newswire Association Inc. All rts. reserv. 
1297514 MNW003 

Fourth Shift Releases Web Partner Application Three Months Ahead of Schedule 

DATE: June 24, 1998 10:01 EDT WORD COUNT: 411 

...conform to a company's graphic standards, 

WebPartner provides several security precautions to protect the 
confidentiality of customer data and prevent data from being 

modified. In order to access WebPartner , users must have an access 
key. Access is denied to any individual who tries to. . . 



11/3, K/82 (Item 3 from file: 813) 

DIALOG (R) File 813: PR Newswire 

(c) 1999 PR Newswire Association Inc. All rts. reserv. 



1236448 LATU041 

QUALCOMM Announces Agreement With CNET to Provide Eudora Pro(R) Email 
Products Electronically From BUYDIRECT.COM 



DATE: March 3, 1998 



07:30 EST 



WORD COUNT: 671 



... to give consumers a comprehensive selection of software designed to 
enhance the use of the Internet . Immediately following piirchase , 
consumers are able to download products directly to their computers. All 
transactions are secure, and customer information is kept confidential 



"We are very pleased to be working with a leading software developer 
such as QUALCOMM. . . 



11/3, K/83 (Item 4 from file: 813) 

DIALOG (R) File 813: PR Newswire 

(c) 1999 PR Newswire Association Inc. All rts. reserv. 
1163730 SFM104 

Aventail Joins Value Chain Initiative and Ships First Supply- Chain VPN 
Solution 

DATE: October 6, 1997 08:01 EDT WORD COUNT: 840 

. . . VPN solutions that enable corporations to privately communicate, share 
applications, and exchange information with their trading partners over 
the Internet . 

"Aventail *s managed VPN is an ideal solution ,for companies that need to 
exchange mission-critical and confidential information with their 

suppliers, customers , or business partners . Aventail 's comprehensive 
and interoperable suite of VPN services assures highly secure communication 
and data , . . 



11/3, K/84 (Item 5 from file: 813) 

DIALOG (R) File 813: PR Newswire 

(c) 1999 PR Newswire Association Inc. All rts. reserv. 
1066260 SFM049 

Aventail Moves Beyond Insecure Tunnels, Rolls Out the Industry's First 
Directed VPN 

DATE: March 10, 1997 08:10 EST WORD COUNT: 1,034 

... large, worldwide sales force that needs access to corporate databases, 
internal Web sites, or other confidential information located within a 
corporate network. 

Aventail PartnerVPN allows companies to leverage their existing 
Internet investments instead of purchasing additional leased line 
infrastructure for private communication. With Aventail PartnerVPN, two 
offices have the ability. . . 



11/3, K/85 (Item 6 from file: 813) 

DIALOG (R) File 813: PR Newswire 

(c) 1999 PR Newswire Association Inc. All rts. reserv. 
1016668 CLF027 

HealthGate Selects ABVS Interactive To Audit Site 

DATE: November 1, 1996 15:46 EST WORD COUNT: 616 

...www.healthgate.com). This agreement includes specific terms and policies 
that protect the privacy and confidentiality of user information . 

"As Web-based marketing and advertising explodes, new concerns emerge 
about who has access to what you are doing and buying on the Web , and 
how that 



information is going to be used," according to HealthGate CEO William S... 



11/3, K/86 (Item 7 from file: 813) 

DIALOG (R) File 813: PR Newswire 

(c) 1999 PR Newswire Association Inc. All rts. reserv. 
0993433 NETU040 

Gradient Teams with Hewlett-Packard for Secure Electronic Commerce Solution 

DATE: September 10, 1996 16:32 EDT WORD COUNT: 624 

...security framework, which supports Gradient's WebCrusader products, and 
respectively provide Web access for authenticated users to 
mission-critical 

applications and confidential -critical data in a secure infrastructure. 
Together, Gradient and HP provide critical solutions for secure end-to-end 
transactions for electronic commerce applications. 

WebCrusader, together with HP's Praesidium framework, protects against 
electronic security breaches by. . . 

11/3, K/87 (Item 1 from file: 635) 

DIALOG (R) File 635: Business Dateline (R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 

2029929 47192935 

INSURANCE DISCOUNTS FOR ANTITHEFT DEVICES OFTEN GO UNCLAIMED 

Mohl, Bruce; Wen, Patricia 
Boston Globe pB2 
Dec 12, 1999 
WORD COUNT: 1, 4 97 

TEXT: 

...often are unclear. The best protection against problems is using a 
credit card when making purchases , assuming the on - line retailer 
gives assurances that your card information is kept confidential , said 
Edgar Dworsky, a consiomer advocate and publisher of an Internet consumer 
site called Consumerworld.org. 

Buyers who use their. . . 



11/3, K/88 (Item 2 from file: 635) 

DIALOG (R) File 635: Business Dateline (R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 

0638552 95-95070 

Stockbroker ages look to 'Net as their new marketing tool 

Larsen, Kathy 

Baltimore Business Journal (Baltimore, MD, US), V13 N20 si pl8 
PUBL DATE: 951006 
WORD COUNT: 919 

DATELINE: Baltimore, MD, US, South Atlantic 
TEXT: 

...point, industry sources agree that security issues put a damper on 
plans to use the Internet for trading or servicing client accounts. 

One problem is the threat of unauthorized users accessing 
confidential information and breaking into customers ' accounts. 

"We can't assure clients that everything will be totally safe," Abbaei 
said. 



Federal . 



11/3, K/89 (Item 3 from file: 635) 

DIALOG (R) File 635: Business Dateline (R) 

(c) 2002 ProQuest Inf o&Learning . All rts . reserv. 

0585993 95-42004 

Barnett offers banking over Prodigy 

Wolcott, Steven 

Business Journal- Jacksonville (Jacksonville, FL, US), VIO N23 si p9 

PUBL DATE: 950324 

WORD COUNT: 1,4 45 

DATELINE: Jacksonville, FL, US 

TEXT: 

...service, to connect a variety of established payment systems and 
networks, and, to code account information to ensure confidentiality . 

" Confidentiality of customer information is critical to the 
success of electronic banking and, until now, has been the missing link for 
providing online transactions , " said Fred Winkler, president of First 
Union Card Products Division. 

The alliance with Open Market... 



11/3, K/90 (Item 4 from file: 635) 

DIALOG (R) File 635: Business Dateline (R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 

0580900 95-36828 

First Union and Open Market join forces to create a virtual comm\anity on 
the Internet 

Sheridan, Marianna M 

Business Wire ( San Francisco, CA, US ) si pi 

PUBL DATE: 950315 

WORD COUNT: 673 

DATELINE: Cambridge, MA, US 

TEXT: 

...service, to connect a variety of established payment systems and 
networks and to code account information to ensure confidentiality . 

" Confidentiality of customer information is critical to the 
success of electronic banking and, until now, has been the missing link for 
providing on - line transactions , " said Fred Winkler, president First 
Union Card Products Division. "After extensive research, we found Open... 
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DIALOG (R) File 9: Business & Industry (R) 
(c) 2002 Resp. DB Svcs . All rts. reserv. 

02725110 (USE FORMAT 7 OR 9 FOR FULLTEXT) 
Compaq To Deliver Baltimore Security Solutions 

(Baltimore Technologies (BT) licensed Compaq Computer to promote and sell 
BT's e-security software) 

Newsbytes News Network, p N/A 
February 28, 2000 

DOCUMENT TYPE: Journal (United States) 
LANGUAGE: English RECORD TYPE: Fulltext 
WORD COUNT: 122 

(USE FORMAT 7 OR 9 FOR FULLTEXT) 

TEXT: 

...of digital certificates for secure e-commerce. These certificates act 
like "electronic passports" to ensure user authentication, data 
integrity and confidentiality , and message non-repudiation when 
transacting electronically . 

Baltimore Technologies markets and sells its solutions worldwide directly 
and through the TrustedWorld channel program. . . 



11/3, K/2 (Item 2 from file: 9) 

DIALOG (R) File 9: Business & Industry (R) 
(c) 2002 Resp. DB Svcs. All rts. reserv. 

02422146 (USE FORMAT 7 OR 9 FOR FULLTEXT) 
Internet Security Service Developed 

(The American Institute of Certified Public Accountants and the Canadian 
Institute of Chartered Accountants, have developed the CPA WebTrust, an 
online safety and security service for investors) 

iMutual Fund Market News, p N/A 
April 05, 1599 

DOCUMENT TYPE: Newsletter (United States) 
LANGUAGE: English RECORD TYPE: Fulltext 
WORD COUNT: 340 

(USE FORMAT 7 OR 9 FOR FULLTEXT) 

TEXT: 

...a program with which an accounting firm can audit a website for the 
safety of online transactions and safeguards of confidential 
consiamer information . The accountants ' groups license users of the 
program . 

Those who pay for the audit and are awarded a certification seal... 



11/3, K/3 (Item 3 from file: 9) 

DIALOG (R) File 9: Business & Industry (R) 
(c) 2002 Resp. DB Svcs. All rts. reserv. 

02415341 (USE FORMAT 7 OR 9 FOR FULLTEXT) 
E-commerce mart expected to top US$lbn by 2003 

(Malaysia's e-commerce market forecast to reach over USDlrl bil by 2003; 
Secure Electronic Treinsaction system launched in Kuala Lumpur) 

Business Times (Malaysia), p n/a 
March 23, 1999 

DOCUMENT TYPE: Journal (Malaysia) 
LANGUAGE: English RECORD TYPE: Fulltext 
WORD COUNT: 659 



(USE FORMAT 7 OR 9 FOR FULLTEXT) 



TEXT: 

...the Internet," MEPS executive chairman Mohammad Abdullah said 

"Cardholders will be able to make secure Internet purchases with peace 
in mind because SET uses both data encryption and digital certificates to 
ensure confidentiality , dat:a integrity and authentication of all 
parties involved in the e - commerce transaction , " he said. 

Each of the SET digital certificates issued is like a "fingerprint". When 
an. . . 

11/3, K/4 (Item 4 from file: 9) 

DIALOG (R) File 9: Business & Industry (R) 
(c) 2002 Resp. DB Svcs . All rts. reserv. 

01791653 (USE FORMAT 7 OR 9 FOR FULLTEXT) 
BEYOND THE CREDIT LIMIT 

(Internet credit card shopping faces a major obstacle in consumers' 
security fears; firms' efforts to address this concern are discussed) 

Computer Business Review, v 5, n 4, p N/A 
April 01, 1997 

DOCUMENT TYPE: Journal ISSN: 0161-7389 (United Kingdom) 
LANGUAGE: English RECORD TYPE: Fulltext 
WORD COUNT: 2675 

(USE FORMAT 7 OR 9 FOR FULLTEXT) 

ABSTRACT : 

Credit card users remain wary of Internet -conducted transactions , and 
the measures that some merchants are taking to keep this data 
confidential are discussed. According to a recent report from Global 
Concepts Payment Systems Consulting, credit card. . . 

TEXT: 

...are happy to give their credit card details over the phone, but remain 
wary of Internet -conducted transactions . Jessica Twentyman looks at the 
measures that some merchants are taking to keep this data confidential 



In January 1997, IBM's Nordic director, Carl Chrisian Aegidius, purchased a 
copy of Rose . . . 



11/3, K/5 (Item 5 from file: 9) 

DIALOG (R) File 9: Business & Industry (R) 
(c) 2002 Resp. DB Svcs. All rts. reserv. 

01214451 (USE FORMAT 7 OR 9 FOR FULLTEXT) 
SAFER THAN YOU THINK 

(Security solutions on the Internet falls into one of two categories : 
firewalls and secure routers, and encryption software and protocols) 

Communications Week, n 561, p 57+ 
June 12, 1995 

DOCUMENT TYPE: Journal ISSN: 0748-8121 (United States) 
LANGUAGE: English RECORD TYPE: Fulltext 
WORD COUNT: 2 663 

(USE FORMAT 7 OR 9 FOR FULLTEXT) 

TEXT: 

...the partnership is to bring the bank holding company one step closer to 
doing financial transactions on - line , says Fred Winkler, president of 
First Union's card products division. 

" Confidentiality of customer information is Ciritical to the success 
of electronic banking and, until now, has been the missing. . . 
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DIALOG (R) File 15 :ABI /Inform (R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 
01991086 46463892 

PKI security in the new extranet marketplace 

Hussey, Peter J 

Computer Technology Review vl9nl0 PP: 14-16 Oct 1999 
ISSN: 0278-9647 JRNL CODE: GBAMN 
WORD COUNT: 1223 



...TEXT: in the most timely, costef f ective manner. 



* Preserve the integrity of physical-world processes and bind transactions 
online with signing capabilities and audit trails. 

* Manage security risks through data confidentiality and integrity. 

* Identify online partners and customers irrefutably. 

* Increase satisfaction among clients and trading partners by providing 
enriched usability and. . . 

11/3, K/7 (Item 2 from file: 15) 

DIALOG (R) File 15 : ABI/Inform(R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 
01953781 46571517 

Offerings in the offing: Egads? e-purchasing 

Willoughby, Jack; Alpert, Bill 
Barron's v79n47 PP: 44 Nov 22, 1999 
ISSN: 1077-8039 JRNL CODE: BAR 

...ABSTRACT: spoil all that. The Pittsburgh-based firm, in registration for 
a $54m IPO, is pushing e - commerce technology into the purchase of 
custom-made parts and raw materia] s . FreeMarkets operates Websites that 
allow clients to exchange detailed, confidential information with 
prospective suppliers. Separately, Alaska Communications sold 10 million 
shares into the market Friday at... 



11/3, K/8 (Item 3 from file: 15) 

DIALOG (R) File 15 : ABI/Inform (R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 

01890859 05-41851 

The new "extranet" marketplace 

Hussey, Peter J 

Communications News v36n9 PP: 54-55 Sep 1999 
ISSN: 0010-3632 JRNL CODE:. CNE 
WORD COUNT: 1095 

...TEXT: clients. Ruesch benefited by providing its customers with a 
competitive advantage: they can now conduct transactions on line in 
real-time. Ruesch customers are now afforded privilege-based user access. 

data confidentiality . audit trails. and digitally signed binding 

transactions . 



SECURE EXTRANETS DELIVER 



Today companies like Ruesch International... 



11/3, K/9 (Item 4 from file: 15) 

DIALOG (R) File 15 : ABI/Inform(R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 



01887099 05-38091 
Regulating Internet insurance 

Reeve, Brian 

Canadian Underwriter v66n8 PP: 28-30 Aug 1999 
ISSN: 0008-5251 JRNL CODE: CAU 
WORD COUNT: 14 4 4 

...TEXT: insurance companies attempting to do business on the Internet. 
Consumer Issues The use of the Internet for insurance transactions also 
poses a number of consumer issues that may result in regulatory problems. 
Privacy and confidentiality of information are likely the most 
important cons\imer issues. Consumer information that is transmitted over 
the Internet may be subject to interception by. . . 

11/3, K/10 (Item 5 from file: 15) 

DIALOG (R) File 15 : ABI/Inf orm (R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 
01871450 05-22442 

Is your Web site a hacker's delight? 

Gips, Michael A 

Security Management v43n8 PP: 64-69 Aug 1999 
ISSN: 0145-9406 JRNL CODE: SEM 
WORD COUNT: 3339 

...TEXT; out many of the Web page's features. 

Another concern is the ability to protect confidential information - e - 
coxomerce transactions , customer data , and company secrets -that 

are in transit, stored on the Web server, or on a database that might... 

11/3, K/11 (Item 6 from file: 15) 

DIALOG (R) File 15 : ABI/Inf orm (R) 

(c) 2002 ProQuest Inf o&Learning , All rts. reserv. 
01865742 05-16734 

Six principles for successful business change management 

Hall, Jeff 

Management Services v43n4 PP: 16-18 Apr 1999 
ISSN: 0307-6768 JRNL CODE: MNS 
WORD COUNT: 2525 

...TEXT: any risk it could place on the business operation. For example, if 
the change involved electronic trading , there could be a risk to 

confidentiality of customer data if the network was not secure 

enough. Although project and operational risk should be tackled. . . 



11/3, K/12 (Item 7 from file: 15) 

DIALOG (R) File 15 : ABI/Inf orm (R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 
01679643 03-30633 

Connect now with electronic commerce 

Large, Jack 

Corporate Finance nl64 PP: 19-23 Jul 1998 
ISSN: 0958-2053 JRNL CODE: COF 
WORD COUNT: 2099 

...TEXT: March 1997 has focused on setting up open standards for payment 
card security on the Internet - known as Secure Electronic Transaction 
(SET) standards. The main objectives have been to: 



Provide authentication of cardholders, merchants and acquirers. 



Provide confidentiality of payment data 



Preserve the integrity of payment data. 

Define the algorithms and protocols necessary for these security. . . 



11/3, K/13 (Item 8 from file: 15) 

DIALOG (R) File 15 : ABI/Inf orm (R) 

(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 
01623591 02-74580 

A survey of selected federal regulatory and legal developments in 
electronic financial services 

Vartanian, Thomas P; Ledig, Robert H; Conover, Alison C 
Business Lawyer v53nl PP: 251-305 Nov 1997 
ISSN: 0007-6899 JRNL CODE: BLW 
WORD COUNT: 22168 

...TEXT: has raised important questions that touch upon the delicate 
balance between security, government regulation, and confidentiality of 
customer information , including: 

[ (i) ] What information is generated about users of electronic money 
products and their transactions ? 

[(ii)] Who collects, and has access to, that information and what is done 
with it . . . 



11/3, K/14 (Item 9 from file: 15) 
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(c) 2002 ProQuest Inf o&Learning . All rts. reserv. 
01581984 02-32973 

Connection to risk? Managing the exposures of cyberspace 

Jorgensen, Lori 

Risk Management v45n2 PP: 14-19 Feb 1998 
ISSN: 0035-5593 JRNL CODE: RMT 
WORD COUNT: 1850 

...TEXT: cause an organization to incur vicarious and/or contributory 
liability. 

If an organization conducts commercial transactions online , it must 
address the potential breach of confidential user data , including 
credit card information. Furthermore, an organization accepting credit card 
trainsactions over the Internet is more susceptible to fraud due to the 
remoteness of the buyer from the seller. . . 
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Electronic data interchange agreements : Private contracting toward a global 
environment 

Boss, Amelia H 

Northwestern Journal of International Law & Business vl3nl PP: 31-70 

Spring/Summer 1992 

ISSN: 0196-3228 JRNL CODE: NJI 

WORD COUNT: 18728 

...TEXT: SITA) and the European Academic Research Network (EARN). 



7. CONFIDENTIALITY 



In paper-based transactions the parties are seldom concerned with the 
confidentiality of the information (such as purchase orders ) 
exchanged. In an electronic environment, where the same information is 
being exchanged, the only difference is the medium of . . . 
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... is to make sure your host provides "SSL" — A secure socket layer. 

This allows the seller to "encrypt" confidential information during 
transmission of funds. Providing 100% secure transaction processing is a 
prerequisite to selling anything over the web . Your customers need to 
have total confidence their financial information will not be stolen. 
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... of digital certificates for secure e-commerce. These certificates 

acj: like "electronic passports" to ensure user authentication, data 
integrity and confidentiality , and message non-repudiation when 
transacting electronically . 

Baltimore Technologies markets and sells its solutions worldwide 
directly and through the TrustedWorld channel program. . . 
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... based technology in a user-friendly environment. Digital 

certificates act as 'electronic passports* to ensure user authentication, 

data integrity, confidentiality and message non-repudiation when 
transacting electronically and when used within a Certificate Authority 
(CA) infrastructure, provide the basis for trust in... 
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for example, offers state-of-the-art industry inscription, data 
fire walls and otherwise strict confidentiality of any data 
transactions on the part of buyers and sellers. Grainger.com is home to a 
one-stop Internet catalog for the purchase of MRO supplies. Customers 
can order from more than 210,000 MRO products, confirm account... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 
transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based,.. 
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securely. It enables secure management of digital certificates 
which act as 'electronic passports* to ensure user authentication, data 
integrity, confidentiality and message non-repudiation when transacting 
electronically . 

About Baltimore Technologies 

Baltimore Technologies develops and markets security products and 
services to enable companies... 
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The Integration of AccessGear With Entrust Technologies* 

e-Business Solution Will Provide Customers With Powerful Security 



For Transmitting Confidential Data & Financial Transactions 
Over Public Networks 

NDS (Nasdaq/Easdaq : NNDS ) , a leading provider of smart-card based 
security solutions for digital... 
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ABSTRACT; 

. . .not give uneeded personal and financial information. Shoppers should 
completely understand the details of their purchases and the online 
seller's policies on refunds, shipping and confidentiality of customer 
information . 
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transactions . Through our global network of partners, Cybertrust offers 
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benefits administration, human resources management and employee 
communications. Security is crucial because of the highly confidential 
nature of the information that Simpata handles for its customers . The 
Pilot Security Utility ensures maximum protection for all of Simpata 's on 
- line business transactions . 

"Having the backing of Pilot is crucial to both our customers* and 
Simpata ' s comfort . . . 
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hosting technology enables Ruesch International to conduct high 
volumes of business-to-business international payment trcinsactions on our 
RueschLINK extranet , while assuring our clients that this highly 
sensitive information remains confidential and secure, " said Ronald 
Szoc, senior vice president for Technology at Ruesch International. 
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the growing demands of the Internet and Virtual Private Networks 
(VPNs) , Whether a company stores confidential customer information , 
makes electronic financial transactions , or stores a database of 
proprietary information, information security is essential. 
Of equal importance is. . . 
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... 22, 1999, and widely publicized last week. The exploit gives 

hackers a method to gain confidential information from unsuspecting 
eBay customers and impersonate them online. eBay is the pioneer and 
leader of person-to-person online trading . The eBayla exploit alters an 
eBay auction page with JavaScript to request the user name... 
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need to focus on their core business and extend their enterprise 
without worries about privacy, confidentiality , or protecting their data 
, " he adds . 

EBSS can help clients maintain information and transaction 
integrity as they enter into mature electronic business markets. Critical 

transactions , such as wire transfers and sensitive information relating 
to health care or supply chains, are... 
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... acts as an insurance policy, using our exclusive Lock Down(TM) 

technology to protect the user 's most confidential and valuable data 
from such popular applications as Quicken, Quickbooks, TurboTax, home 
banking, online stock trading , Check Free, word processors and 
spreadsheets," said Don Watters, president of Kiss Software. 
Modem Watch. . . 
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digital certificates used to identify authorized users within a 
public key infrastructure (PKI), providing DMS clients with efficient, 
secure access to confidential patient information over the Web. 

DMS develops and manages secure transaction networks for sharing 
medical information over low-cost public Internet access lines. The 
company's solutions... 
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... system and Windows NT{R) servers and IBM mainframes. Companies can 

now offer their customers, partners and employees unprecedented access to 

confidential information and transaction services while protecting 
their valuable information assets. 

"Businesses relying on Web -based transactions now have a 
formidable tool for ensuring the integrity as well as the security of... 
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. . . policies ensuring that all transactions and any consumer 

information gathered are totally secure and safe. Customer . information 
is confidential and fully encrypted throughout the ordering process. 
The State of E - commerce — Holiday 1998 & Beyond 
This year's holiday online shopping season. is expected to be bigger 
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BDE is the most advanced, yet flexible solution for fast and 
reliable deployment of such Internet applications as client invoicing, 
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binding documents" said Maurizio Balestrieri, CSI President. 
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Looking to branch out beyond point-of-sale issues, three leading 
electronics distribution industry trade associations have drafted a 
proposal addressing the treatment of confidential information among 
supply-chain partners . 
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... of paperless transactions for point-of-sale (POS) environments. 

Providing secure, real-time access to customer transaction 
information , Hide & Seek puts electronically stored information at 
retail employees* fingertips. 
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... to give consumers a comprehensive selection of software designed to 

enhance the use of the Internet . Immediately following purchase , 
consumers are able to download products directly to their computers. All 
transactions are secure, and customer information is kept confidential 

"We are very pleased to be working with a leading software developer 
such as QUALCOMM. '. . 
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. . . included with the Communications Server software, Netscape Commerce 

Server software delivers security features that enable customers to share 

confidential information or conduct encrypted electronic 
transactions across the Internet . 

Further targeting the installed base of Sun Microsystems* Netra 
customers, HP also offers a comprehensive... 
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... on nonsecure Web servers, users who log in over a Web browser will 

be exposing confidential information because user passwords 
transmitted over the Internet are susceptible to interception. 

Infinite has not yet implemented secure transactions in its WebMail 
server . However, WebMail does permit managers to impose a firewall and 
allow only certain IP addresses... 
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ABSTRACT: 

...other services. The program, which should start by 1996, will link 
merchants and customers for online transactions . Fred Wrinkler, First 
Union Cards Product Division president, said customer information 
should remain confidential to guarantee success of elecronic banking. 
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other cellular services, adding to the cost of the closure. 
Hutchison also said it was selling its UK mobile data network , but 
did no t reveal the buyer . 

However, Hutchison will proceed with its plans to launch a new 
personal communications service next... 
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ABSTRACT: 

...received from leading exchanges, remote databases access, BBS, 
electronic publications and protection of sensitive and confidential 
information from unauthorized access. Users of the SITEK network can 
purchase developed at the MASTAK firm ISM-1200 or ISM-1200M modems adapted 
to Soviet telephone... 
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ABSTRACT: 

. . .pharmaceutical and chemical, geophysical, medical, legal — any 
organization with a large mainframe computer, or that networks 
information or has trade secrets is a potential user of computer 
security products. 

The price of the 276 page study is $1495. 
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...ABSTRACT: creating useful links and navigation aids, finding 
appropriate sponsors and displaying ads, and ensuring the confidentiality 
of any information provided by users , including financial information 
supplied during an e - commerce transaction . 
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... in conjunction with a secure Web server that uses encryption to 

keep the log-in information and message traffic hidden from 
unauthorized users . 

Infinite Technologies is exploring the implementation of secure 
transactions in its WebMail server . WebMail permits managers to impose a 
firewall and allow only certain IP addresses to connect... 
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... on nonsecure Web servers, users who log in over a Web browser will 

be exposing confidential information because user passwords 
transmitted over the Internet are susceptible to interception. 

Infinite has not yet implemented secure transactions in its WebMail 
server . However, WebMail does permit managers to impose a firewall and 
allow only certain IP addresses... 
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the partnership is to bring the bank holding company one step 
closer to doing financial transactions on - line , says Fred Winkler, 
president of First Union's card products division. 

" Confidentiality of customer information is critical to the 
success of electronic banking and, until now, has been the missing... 
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... Market's ICE includes facilities to connect with a variety of 

established payment systems and networks for safe credit card purchases 
, encryption of customer account information to ensure confidentiality 

and customer profiling to enable high-quality customer service. Also, 
users can review purchased history and gain. . . 
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how detailed these surveys should be; most of the criticism has 
revolved around what some participants feel is confidential 
information . Specific information such as historical costs and 
strategies for buying , especially in the network upfront market, have 
been singled out for comment. I understand the concern but believe that... 
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companies are linking up electronically with information 
technologies like EDI (electronic data interchange) . Under EDI, partner 
companies exchange normally confidential information by performing 
standard business transactions over a computer network . The result is a 
paperless system that saves costs through such benefits as higher accuracy 
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will be helpful to download the full source code and 
setup instructions from the MS J Web site. 

Before users can order a product, you must supply them 
with a list of available products. To hide the data access 
logic from the ASP client , the Visual Basic DLL might define 
a class CProducts that exposes the following method: 

* CProducts . . 
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... conform to a company's graphic standards. 

WebPartner provides several security precautions to protect the 
confidentiality of customer data and prevent data from being modified. 
In order to access WebPartner , users must have an access key. Access is 
denied to any individual who tries to... 
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the business enables the secure management of digital certificates, 
which act like ^electronic passports' ensuring user authentication, data 
integrity and confidentiality and message non-repudiation in electronic 
transactions . PKI services are 
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... value business relationships to the Web. 

CyberTrust 's certificate-enabled extranet solutions support 
privilege-based user access, data confidentiality , audit trails, and 
digitally signed, binding transactions . Through our global network of 
partners, CyberTrust offers the industry's most complete suite of public 
key infrastructure-based. . . 
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value business relationships to the Web. 
CyberTrust 's certificate-enabled extranet solutions support 
privilege-based user access, data confidentiality , audit trails and 
digitally signed, binding transactions . Through our global network of 
partners, CyberTrust offers the industry's most complete suite of public 
key infrastructure-based. . . 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 
transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 
transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails and digitally signed, binding 
transactions . Through our global network of partners, CyberTrust offers 
the industry's most complete suite of public key infrastructure-based... 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails, and digitally signed, binding 
transactions . Through CyberTrust 's network of partners, CyberTrust 
offers the industry's most complete suite of public key 
infrastructure-based. . . 
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Method establishes a f irst-in-market standard for 
certificate-enabled extranets that support privilege-based user access, 
data confidentiality , audit trails, and digitally signed, binding 
transactions . Through CyberTrust * s network of partners, CyberTrust 
offers the industry's most complete suite of public key 
infrastructure-based. . . 
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need to focus on their core business and extend their enterprise - 
without worries about privacy, confidentiality , or protecting their data 
, " he adds . 

EBSS can help clients maintain information and transaction 
integrity as they enter into mature electronic business markets. Critical 

transactions , such as wire transfers and sensitive information relating 
to health care or supply chains, are... 
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...Ordering Security The site incorporates the highest levels of software 
security to ensure that ordering information remains confidential to 
the site user and Fortnum & Mason. The secure on line ordering 
pages are encrypted making it virtually impossible for a third party to 
view the files . . . 
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... conform to a company's graphic standards. 

WebPartner provides several security precautions to protect the 
confidentiality of customer data and prevent data from being modified. 
In order to access WebPartner , users must have an access key. Access is 
denied to any individual who tries to... 
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Mountain View, California Go ahead; shop online, make travel 
reservations, send highly confidential information via e-mail to 
clients . As electronic commerce transactions continue to increase, so 
has the demand for reliable and safe products from network security. . . 
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certificate technologies will enable businesses to utilize their 
choice of certificate formats while conducting secure Internet 
transactions such as: exchanging secure e-mail, establishing virtual 
private networks, and authorized access to confidential corporate data 
Network Associates and VeriSign customers will now be able to establish 
combined PKI solutions covering the complete lifecycle of certificates... 
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... to give consumers a comprehensive selection of software designed to 

enhance the use of the Internet . Immediately following purchase , 
consumers are able to download products directly to their computers. All 
transactions are secure, and customer information is kept confidential 

"We are very pleased to be working with a leading software developer 



such as QUALCOMM. 
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. . . ExpressIDs, issued through American Express Certificate Management 
Service, contain information about the cardmember and online merchants . 
This new technology protects confidential information sent online and 
verifies the identity of those parties involved in an electronic 
transaction . American Express plans to make ExpressIDs available late in 
the fourth quarter of 1997. — Newsbytes . . . 
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... company and its operations raises the question as to whether Mr. 

Factor disclosed proprietary or trade secret information to the 
network of short sellers . In the Journal, article and in a conversation 
with PR NEWS, he said he divulged. . . 
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... with the HOTStar VSAT service, covering over 1,000 sites throughout 

Europe. Separately DAT has ordered a network of nearly 2,000 DirecPC 
terminals for installation over the next two years for closed- user 
catalogue and information delivery. Terms were not revealed . 
COPYRIGHT 1996 M2 Communications 



11/3, K/82 (Item 18 from file: 636) 

DIALOG (R) File 636: Gale Group Newsletter DB(TM) 
(c) 2002 The Gale Group. All *rts. reserv. 



03047927 Supplier Number: 46224760 (USE FORMAT 7 FOR FULLTEXT) 



You Deserve A Break Today JUDGE KOS CYLINK'S BID TO KILL RSA'S LICENSE BIZ 
Crypto firm can keep plying wares 

Information Law Alert: A Voorhees Report, v4, n4, pN/A 
March 15, 1996 

Language: English Record Type: Fulltext 
Document Type: Newsletter; Trade 
Word Count: 1024 

private key technology that preceded it, public-key cryptography 
provides great flexibility and power for parties to exchange 
confidential information -say, credit card numbers. It is highly suited 
for online ordering of goods and services because the buyer and seller 
don't have to meet in... 
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Many companies equip sales forces with cellular modems and these sales 
reps daily send confidential information about bids, inventory, and 
customer prospects over wireless networks. 

Additionally, many companies use cellular networks to place orders 
with suppliers and to submit invoices to clients. 

Realizing that a lack of a secure... 



